



FEDERAL BUREAU OF INVESTIGATION 



FREEDOM OF 

INFORMATION AND 

PRIVACY ACTS 

REFERENCE MANUAL 



PART 4 OF 9 



FEDERAL REGISTER 
SYSTEMS NOTICES 




Judicial 
Administration 



28 



PART 43 TO END 
Revised as of July 1, 1994 

CONTAINING 

A CODIFICATION OF DOCUMENTS 
OF GENERAL APPLICABILITY 
AND FUTURE EFFECT 

AS OF JULY 1, 1994 

With Ancillaries 



Published by 

the Office of the Federal Register 

National Archives and Records 

Administration 

as a Special Edition of 
the Federol Register 




U.S. GOVERNMENT PRINTING OFFICE 
WASHINGTON : 1994 



For sale by U.S. Government Printing Office 
Superintendent of Documents. Mail Stop: SSOP. Washington. DC 20403-9328 



Department of Justice § 50.8 



§ 50.8 Policy with regard to criteria for 
discretionary access to investiga- 
tory records of historical interest. 

(a) The Department of Justice recog- 
nizes that portions of certain inves- 
tigatory files compiled by the Depart- 
ment for law enforcement purposes, al- 
though of significant historical inter- 
est, are nevertheless exempt from man- 
datory disclosure under the Freedom of 
Information Act, 5 U.S.C. 552, as 
amended. In responding to requests 
pursuant to that Act, it is the general 
policy of the Department that such 
files that are more than fifteen years 
old and that are no longer substan- 
tially related to current law enforce- 
ment activities will be processed for 
disclosure subject to deletions to the 
minimum extent necessary to protect 
law enforcement efficiency, personal 
privacy, or other legitimate interests 
that would be implicated by the disclo- 
sure of such files, 

(b) The policy set forth in this sec- 
tion shall not be deemed to constitute 
a waiver of any applicable exemption 
under the Freedom of Information Act. 
By providing for exemptions in the 
Act, Congress conferred upon agencies 
the discretion to grant access to ex- 
empt materials, unless otherwise pro- 
hibited. All disclosures pursuant to the 
policy set forth in this section are at 
the sole discretion of the Attorney 
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General and of those persons to whom 
authority therefor may be delegated. 

(c) This policy is intended to further 
the public's knowledge of matters of 
historical interest and, at the same 
time, to preserve the Department's law 
enforcement efficiency and to protect 
personal privacy and other legitimate 
interests. 

[Order No. 1055-84, 49 FR 12263, Mar. 29, 1984] 
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existence of the investigation and 
would therefore be able to avoid detec- 
tion, apprehension, or legal obligations 
and duties. 

(6) From subsection (e)(3) because to 
comply with the requirements of this 
subsection during the course of an in- 
vestigation could impede the informa- 
tion gathering- process, thus hampering 
the investigation. 

(7) From subsections (e)(4) (G) and 
(H) because this system is exempt from 
the access provisions of subsection (d) 
pursuant to subsections (j) and (k) of 
the Privacy Act. 

(8) From subsection (g) because this 
system is exempt from the access and 
amendment provisions of subsection (d) 
pursuant to subsections (j) and (k) of 
the Privacy Act. 

(g) The following system of records is 
exempt from 5 U.S.C. 552a (c)(3) and (4); 
(d); (e)(1), (2) and (3), (e)(4)(G) and (H), 
(e)(5); and (g): 

(1) Declassification Review System (JUSTICE/ 
OLP-QM). 

These exemptions apply only to the 
extent that information in this system 
is subject to exemption pursuant to 5 
U.S.C. 5520X2), (k)(l), (k>(2), and (k)(5). 

(h) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because 
making available to a record subject 
the accounting of disclosures from 
records concerning him/her would re- 
veal investigative interest on the part 
of the Department of Justice as well as 
the recipient agency. This would per- 
mit record subjects to impede the in- 
vestigation e.g., destroy evidence, in- 
timidate potential witnesses, or nee 
the area to avoid inquiries or apprehen- 
sion by law enforcement personnel. 

(2) From subsection (c)(4) because 

this system is exempt from the access 
provisions of subsection (d) pursuant to 
subsections (j) and (k) of the Privacy 
Act. 

(3) From subsection (d) to the extent 
that information in this record system 
relates to official Federal investiga- 
tions and matters of law enforcement 
and/or is properly classified pursuant 
to E.O. 12356. Individual access to these 
records might compromise ongoing in- 
vestigations, reveal confidential 
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sources or constitute unwarranted in- 
vasions of the personal privacy of third 
parties who are involved in a certain 
investigation, or jepoardize national 
security or foreign policy interests. 
Amendment of the records would inter- 
fere with ongoing criminal law enforce- 
ment proceedings and impose an im- 
possible administrative burden by re- 
quiring criminal investigations to be 
continuously reinvestigated. 

(4) From subsections (e) (1) and (5) be- 
cause in the course of law enforcement 
investigations, information may occa- 
sionally be obtained or introduced the 
accuracy of which is unclear or which 
is not strictly relevant or necessary to 
a specific investigation. In the inter- 
ests of effective law enforcement, it is 
appropriate to retain all information 
which may aid in establishing patterns 
of criminal activity. Moreover, it 

' would impede the specific investigative 
process if it were necessary to assure 
the relevance, accuracy, timeliness, 
and completeness of all information 
obtained. 

(5) From subsection (e)(2) because in 
a law enforcement investigation the re- 
quirement that information be col- 
lected to the greatest extent possible 
from the subject individual would 
present a serious impediment to law 
enforcement in that the subject of the 
investigation would be informed of the 
existence of the investigation and 
would therefore be able to avoid detec- 
tion, apprehension, or legal obligations 
or duties. 

(6) From subsection (e)(3) because to 
comply with the requirements of this 
subsection during: the course of an in- 
vestigation could impede the informa- 
tion gathering process, thus hampering- 
the investigation. 

(7) From subsections (e)(4) (G) and 
(H), and (g) because this system is ex- 
empt from the access provisions of sub- 
section (d) pursuant to subsections (j) 
and (k) of the Privacy Act. 

[Order No. 34-85, 51 FR 754, Jan. 8, 1986. Re- 
designated by Order No. 6-86, 51 FR 15476, 
Apr. 24, 1986 and further redesignated and 
amended by Order No. 19-36, 51 FR 39373. Oct. 
28. 1986} 
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§16.74 Exemption of Office of Intel- 
ligence Policy and Review Sys- 
tems — limited access. 

(a) The following systems of records 
is exempt from 5 U.S.C. 552a (c)(3), 
(c)(4). (d), (e)(2), (e)(3), (e)(4)(G), 
(e)(4)(H), (e)(8), (f) and (g); 

(1) Policy and Operational Records System 
(JUSTICE/QIPR-001); 

(2) Foreign Intelligence Surveillance Act 
Records System (JUSTIC13/OIPR-OQ2); 

(3) Litigation Records System (JUSTICE/ 
OIPR-003); and 

(4) Domestic Security/Terrorism Investiga- 
tions Records System (JUSTICE/OIPR-004). 

These exemptions apply only to the ex- 
tent that information in those systems 
is subject to exemption pursuant to 5 
U.S.C. 552a(j)(2), (k)(l) and (k)(2). 

(b) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because re- 
lease of the disclosure accounting' 
would put the target of a surveillance 
or investigation on notice of the inves- 
tigation or surveillance and would 
thereby seriously hinder authorized 
United States intelligence activities. 

(2) From subsections (c)(4), (d), 
(e)(4)(G), (e)(4)(H), (f) and (g) because 
these provisions contemplate individ- 
ual access to records and such access 
would compromise ongoing surveil- 
lances or investigations and reveal the 
sources and methods of an investiga- 
tion. 

(3) From subsection (e)(2) because, al- 
though this office does not conduct in- 
vestigations, the collection efforts of 
agencies that supply information to 
this office would be thwarted if the 
agency were required to collect infor- 
mation with the subject's knowledge. 

(4) From subsections (e)(3) and (e)(8) 
because disclosure and notice would 
provide the subject with substantial in- 
formation which could impede of com- 
promise an investigation. For example, 
an investigatory subject could, once 
made aware that an investigation was 
ongoing, alter his manner of engaging 
in intelligence or terrorist activities in 
order to avoid detection. 

[Order No. 19-86, 51 PR 39374, Oct. 28. 1986] 



§ 16.75 Exemption of the Office of the 
Inspector General Systems/Limited 
Access. 

(a) The following system of records is 
exempted pursuant to the provisions of 
5 U.S.C. 552a(j)(2) from subsections (c) 
(3) and (4), (d), (e)(1). (2), (3), (5), and (8), 
and (g) of 5 U.S.C. 552a. In addition, the 
following system of records is exempt- 
ed pursuant to the provisions of 5 
U.S.C. 552a(k)(l) and (k)(2) from sub- 

cayiHnnc fn\(Z\ fA\ onH foVH nf ft TT R C. 

552a: 

(1) Office of the Inspector General In- 
vestigative Records (JUSTICE/OIG- 
001). 

These exemptions apply only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a (t)(2), (k)(l) and (k)(2). 
Where compliance would not appear to 
interfere with or adversely affect the 
law enforcement process, and/or where 
it may be appropriate to permit indi- 
viduals to contest the accuracy of the 
information collected, e.g., public 
source materials, the applicable ex- 
emption may be waived, either pa' 
tially or totally, by the Office of th 
Inspector General (OIG). 

(b) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because re- 
lease of disclosure accounting could 
alert the subject of an investigation of 
an actual or potential criminal, civil, 
or regulatory violation to the existence 
of the investigation and the fact that 
they are subjects of the investigation, 
and reveal investigative interest by not 
only the OIG, but also by the recipient 
agency. Since release of such informa- 
tion to the subjects of an investigation 
would provide them with significant in- 
formation concerning the nature of the 
investigation, release could result in 

the destruction of documentary evi- 
dence, improper influencing of wit- 
nesses, endangerment of the physical 
safety of confidential sources, wit- 
nesses, and law enforcement personnel, 
the fabrication of testimony, flight of 
the subject from the area, and other 
activities that could impede or com- 
promise the investigation. In additi 
accounting for each disclosure cov. 
result in the release of properly classi- 
fied information which would com- 
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promise the national defense or disrupt 
foreign policy. 

(2) From subsection (c)(4) because 
this system is exempt from the access 
provisions of subsection (d) pursuant to 
subsections (j) and (k) of the Privacy 
Act. 

(3) From the access and amendment 
provisions of subsection (d) because ac- 
cess to the records contained in this 
system of records could inform the sub- 
ject of an investigation of an actual or 
potential criminal, civil, or regulatory 
violation, of the existence of that in- 
vestigation: of the nature and scope of 
the information and evidence obtained 
as to his activities: of the identity of 
confidential sources, witnesses, and 
law enforcement personnel, and of in- 
formation that may enable the subject 
to avoid detection or apprehension. 
These factors would present a serious 
impediment to effective law enforce- 
ment where they prevent the successful 
completion of the investigation, endan- 
ger the physical safety of confidential 
sources, witnesses, and law enforce- 
ment personnel, and/or lead to the im- 
proper influencing of witnesses, the de- 
struction of evidence^ or the fabrica- 
tion of testimony, ^addition, grant- 
ing access to such information could 
disclose security-sensitive or confiden- 
tial business information or informa- 
tion that would constitute an unwar- 
ranted invasion of the personal privacy 
of third parties. Finally, access to the 
records could result in the release of 
properly classified information which 
would compromise the national defense 
or disrupt foreign policy. Amendment 
of the records would interfere with on- 
going investigations and law enforce- 
ment activities and impose an impos- 
sible administrative burden by requir- 
ing investigations to be continuously 
reinvestigated. 

(4) From subsection (e)(1) because the 
application of this provision could im- 
pair investigations and interfere with 
the law enforcement responsibilities of 
the OIG for the following reasons: 

(i) It is not possible to detect rel- 
evance or necessity of specific informa- 
tion in the early stages of a civil, 
criminal or other law enforcement in- 
vestigation, case, or matter, including 
investigations in which use is made of 
properly classified information. Rel- 



evance and necessity an 
judgment and timing, a 
after the information is < 
the relevance and necess: 
formation can be establis 

(ii) During the course 
tigation, the OIG may ol 
tion concerning actual or 
lations of laws other tha 
the scope of its jurisdict 
terest of effective law en: 
OIG should retain this ii 
it may aid in establishi: 
criminal activity, and eg 
uable leads for Federal 
enforcement agencies. 

(iii) In interviewing 
obtaining other forms oi 
ing an investigation, inf 
be supplied to an invests 
fates to matters inciden 
mary purpose of the inv 
which may relate also to 
the investigative jurist 
other agency. Such infor 
readily be segregated. 

(5) From subsection (e 
some instances, the app! 
provision would present 
pediment to law enforc 
following reasons: 

(i) The subject of ar 
would be placed on noti< 
istence of an investigat 
therefore be able to avo 
apprehension, to improj 
witnesses, to destroy e 
fabricate testimony. 

(ii) In certain circums 
ject of an investigation 
quired to provide inforrr 
tigators, and informatic 
subject's illegal acts, 
rules of conduct, or a 
conduct must be obtaii 
sources. 

(iii) In any investiga 
essary to obtain eviden 
ety of sources other tha: 
the investigation in ord 
evidence necessary for 
gation. 

(6) From subsection (e 
application of this provi 
vide the subject of ai 
with substantial infoi 
could impede or compro 
tigation" Providing su< 
subject of an investigat 
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fere with an undercover investigation 
by revealing: its existence, and could 
endanger the physical safety of con- 
fidential sources, witnesses, and inves- 
tigators by revealing their identities. 

(7) Prom subsection (e)(5) because the 
application of this provision would pre- 
vent the collection of any data not 
shown to be accurate, relevant, timely, 
and complete at the moment it is col- 
lected. In the collection of information 
for law enforcement purposes, it is im- 
possible to determine in advance what 
information is accurate, relevant, 
timely, and complete. Material which 
may seem unrelated, irrelevant, or in- 
complete when collected may take on 
added meaning or significance as an in- 
vestigation progresses. The restrictions 
of this provision could interfere with 
the preparation of a complete inves- 
tigative report, and thereby impede ef- 
fective law enforcement. 

(8) From subsection (e)(8) because the 
application of this provision could pre- 
maturely reveal an ongoing criminal 
investigation to the subject of the in- 
vestigation, and could reveal investiga- 
tive techniques, procedures, or evi- 
dence. 

(9) From subsection (g) to the extent 
that this system is exempt from the ac- 
cess and amendment provisions of sub- 
section (d) pursuant to subsections 
(j)(2) and (k)(l) and (k)(2) of the Pri- 
vacy Act. 

(c) The following system of records is 
exempted from 5 U.S.C. 552a(d). 

(1) Office of the Inspector General, 
Freedom of Information/Privacy Acts 
(FOI/PA) Records (JUSTICE/OIG-003). 

This exemption applies only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a 0)(2), (k)(l), and (k)(2). To 

the extent that information in a record 

pertaining to an Individual does not re- 
late to official Federal investigations 
and law enforcement matters, the ex- 
emption does not apply. In addition, 
where compliance would not appear to 
interfere with or adversely affect the 
overall law enforcement process, the 
applicable exemption may be waived by 
the Office of the Inspector General 
(OIG). 

(d) Exemption from subsection (d) is 
justified for the following reasons: 



(1) From the access and amendment 
provisions of subsection (d) because ac- 
cess to the records contained in this 
system of records could inform the sub- 
ject of an investigation of an actual or 
potential criminal, civil, or regulatory 
violation of the existence of that inves- 
tigation; of the nature and scope of the 
information and evidence obtained as 
to his activities; of the identity of con- 
fidential sources, witnesses, and law 
enforcement personnel; and of informa- 
tion that may enable the subject to 
avoid detection or apprehension. These 
factors would present a serious impedi- 
ment to effective law enforcement 
where they prevent the successful com- 
pletion of the investigation, endanger 
the physical safety of confidential 
sources, witnesses, and law enforce- 
ment personnel, and/or lead to the im- 
proper influencing of witnesses, the de- 
struction of evidence, or the fabrica- 
tion of testimony. In addition, grant- 
ing access to such information could 
disclose security-sensitive or confiden- 
tial business information or informa- 
tion that would constitute an unwar- 
ranted invasion of the personal privacy 
of third parties. Finally, access to the 
records could result in the release of 
properly classified information which 
would compromise the national defense 
or disrupt foreign policy. Amendment 
of the records would interfere with on- 
going investigations and law enforce- 
ment activities and impose an impos- 
sible administrative burden by requir- 
ing investigations to be continuously 
reinvestigated. 

[Order No. 63-92, 57 FR 8263, Mar. 9, 1992, as 
amended by Order No. 64-92, 57 FR 8263. Mar. 
9. 1992] 

§ 16.76 Exemption of Justice Manage- 
ment Division. 

(a) The following system of records is 
exempt from 5 U.S.C. 552a(d); 

(1) Controlled Substances Act Nonpublic 
Records (JUSTICB'JMD-002). 

This exemption applies only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a(j)(2). 

(b) Exemption from subsection (d) i 
justified for the following reasons: 

(1) Public Law 91-513 (Controlled Sub- 
stances Act), section 4fM(b) states that 
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the nonpublic record "shall be retained 
by the Department of Justice solely for 
the purpose of use by the courts in de- 
termining: whether or not, in subse- 
quent proceedings, such person quali- 
fies under this subsection." 

(2) Information in this system con- 
sists of arrest records, including those 
of co-defendants. The records include 
reports of informants and investiga- 
tions. Therefore, access could disclose 
investigative techniques, reveal the 
identity of confidential sources, and in- 
vade the privacy of third parties. 

(c) The following system of records is 
exempt from 5 U.S.C. 552a(d): 

(1) Security Clearance Information System 
(SCIS) (JUSTICE/JMD-008>— Limited access. 

This exemption applies only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a (j)(2) and (k)(5). 

Cd) Exemption from subsection (d) is 
justified for the following reason: 

(1) Access to records in the system 
would reveal the identity(ies) of the 
source(s) of information collected in 
the course of a background investiga- 
tion. Such knowledge might be harmful 
to the source who provided the infor- 
mation as well as violate the explicit 
or implicit promise of confidentiality 
made to the source during the inves- 
tigation. Access may also reveal infor- 
mation relating to actual or potential 
criminal investigations. 

(e) Consistent with the legislative 
purpose of the Privacy Act of 1974, the 
Justice Management Division will 
grant access to nonexempt material in 
SCIS records which are maintained by 
the Security Programs Staff. Disclo- 
sure will be governed by the Depart- 
ment's Privacy regulations, but will be 
limited to the extent that the identity 
of confidential sources will not be com- 
promised; subjects of an investigation 
of an actual or potential criminal vio- 
lation will not be alerted to the inves- 
tigation; the physical safety of wit- 
nesses, informants and law enforce- 
ment personnel will not be endangered; 
the privacy of third parties will not be 
violated; and that the disclosure would 
not otherwise impede effective law en- 
forcement. Whenever possible, informa- 
tion of the above nature will be deleted 
from the requested documents and the 
balance made available. The control- 



ling principle behind this limited ac- 
cess is to allow disclosures except 
those indicated above. The decisions to 
release information from this system 
will be made on a case-by-case basis. 

(f) The following system of records is 
exempt from 5 U.S.C. 552a(d); 

(1) Freedom of Information/Privacy Act 
Records System (JUSTICE/ JMD-019). 

These exemptions apply only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a(k)(2). 

(g) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (d) because of the 
need to safeguard the identity of con- 
fidential informants and avoid inter- 
ference with ongoing investigations or 
law enforcement activities by prevent- 
ing premature disclosure of informa- 
tion relating to those efforts. 

(h) Consistent with the legislative 
purpose of the Privacy Act of 1974, the 
Justice Management Division will 
grant access to non-exempt material in 
FOIA/PA records. Exemptions will 
apply only to the extent that other 
correspondence or internal memoranda 
retained with the request file contain 
investigatory material for law enforce- 
ment purposes. 

[Order No. 645-16. 41 FR 12640, Mar. 26, 1976, 
as amended by Order No. 688-77, 42 FR 9999, 
Feb. 18, 1977; Order No. 899-80, 45 FR 43703, 
June 30, 1980; Order No. 6-86, 51 FR 15476, Apr. 
24, 1986] 

§ 16.77 Exemption of U.S. Trustee Pro- 
gram System — limited access. 

(a) The following system of records is 
exempt from 5 U.S.C. 552a (c) (3) and 
(4); (d); (e) (1), (2) and (3), (e)(4) (G) and 

(H), (e) (5) and (8); (f) and (g): 

(l) U.S. Trustee Program Case Referral 
System, JUSTICE/UST-004. 

These exemptions apply to the extent 
that information in this system is sub- 
ject to exemption pursuant to 5 U.S.C. 
552a(j)(2)and(k)(2). 

(b) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because the 
release of the disclosure accounting 
would permit the subject of an inves- 
tigation to obtain valuable information 
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concerning: the nature of that inves- 
tigation. This would permit record sub- 
jects to impede the investigation, e.g., 
destroy evidence, intimidate potential 
witnesses, or flee the area to avoid in- 
quiries or apprehension by law enforce- 
ment personnel. 

(2) Prom subsection (c)(4) since an ex- 
emption being claimed for subsection 
(d) makes this subsection inapplicable. 

(3) From subsection (d) because ac- 
cess to the records contained in this 
system might compromise ongoing in- 
vestigations, reveal confidential in- 
formants, or constitute unwarranted 
invasions of the personal privacy of 
third parties who are involved in a cer- 
tain investigation. Amendment of the 
records would interfere with ongoing 
criminal law enforcement proceedings 
and impose an impossible administra- 
tive burden by requiring criminal in- 
vestigations to be continuously 
reinvestigated. 

(4) From subsections (e)(1) and (e)(5) 
because in the course of law enforce- 
ment investigations, information may 
occasionally be obtained or introduced 
the accuracy of which is unclear or 
which is not strictly relevant or nec- 
essary to a specific investigation. In 
the interest of effective law enforce- 
ment, it is appropriate to retain all in- 
formation that may aid in establishing 
patterns of criminal activity. More- 
over, it would impede the specific in- 
vestigative process if it were necessary 
to assure the relevance, accuracy, 
timeliness, and completeness of all in- 
formation obtained. 

(5) From subsection (e)(2) because in 
a criminal investigation the require- 
ment that information be collected to 
the greatest extent possible from the 
subject individual would present a seri- 
ous impediment to law enforcement be- 
cause the subject of the investigation 

would be placed on notice as to the ex- 
istence of the investigation and would 
therefore be able to avoid detection or 
apprehension, to influence witnesses 
improperly, to destroy evidence, or to 
fabricate testimony. 

(6) From subsection (e)(3) because the 
requirement that individuals supplying 
information be provided with a form 
stating the requirements of subsection 
(e)(3) would constitute a serious im- 
pediment to law enforcement in that it 



would compromise the existence of a 
confidential investigation or reveal the 
identity of witnesses or confidential in- 
formants. 

(7) From subsections (e)(4) (G) and 
(H) because this system of records is 
exempt from the access provisions of 
subsection (d) pursuant to subsections 
(j) and (k). 

(8) From subsection (e)(8) because the 
individual notice requirement of this 
subsection could present a serious im- 
pediment to law enforcement in that 
this could interfere with the U.S. At- 
torney's ability to issue subpoenas. 

(9) From subsections (f) and (g) be- 
cause this system has been exempted 
from the access provisions of sub- 
section (d). 

[Order No. 1-87, 52 FR 3631, Feb. 5, 1967] 

§ 16.78 Exemption of the Special Coun- 
sel for Immigration-Related, Unfair 
Employment Practices Systems. 

(a) The following system of records is 
exempt from 5 U.S.C. 552a(c)(3) and (d). 

(1) Central Index File and Associated 
Records. JUSTICE/OSC-001. 

These exemptions apply to the extent 
that information in this system is sub- 
ject to exemption pursuant to 5 TJ.S.C. 
552a(k)(2). 

(b) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because the 
release of the disclosure accounting 
would permit the subject of an inves- 
tigation to obtain valuable information 
concerning the nature of that inves- 
tigation. This would permit record sub- 
jects to impede the investigation, e.g., 
destroy evidence, intimidate potential 
witnesses, or flee the area to avoid in- 
quiries. 

(2) From subsection (d) because ac- 
cess to the records might compromise 
ongoing investigations, reveal con- 
fidential informants, or constitute un- 
warranted invasions of the personal 
privacy of third parties who are in- 
volved in a certain investigation. 

[Order No. 10-88, 53 FR 7735, Mar. 10, 1988] 

§ 16.79 Exemption of Pardon Attorn 
Systems. 

(a) The following systems of records 
are exempt from 5 U.S.C. 552a(d): 
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(1) Executive Clemency Files (JUS- 
TICE /OP A-001). 

(2) Freedom of Information/Privacy 
Acts (FOI/PA) Request File (JUSTICE/ 
OPA-003). 

These exemptions apply only to the ex- 
tent that information in these systems 
is subject to exemption pursuant to 5 
U.S.C. 552a(j)(2). 

(b) Exemption from subsection (d) is 
justified for the following reasons: 

(1) Executive Clemency Files contain 
investigatory and evaluative reports 
relating: to applicants for Executive 
clemency. The FOI/PA Request File 
contains copies of documents from the 
Executive Clemency Files which have 
not been released either in whole or in 
part pursuant to certain provisions of 
the FOI/PA. Release of such informa- 
tion to the subject would jeopardize 
the integrity of the investigative proc- 
ess, invade the right of candid and con- 
fidential communciations among offi- 
cials concerned with recommending 
clemency decisions to the President, 
and disclose the identity of persons 
who furnished information to the Gov- 
ernment under an express or implied 
promise that their identities would be 
held in confidence, 

(2) The purpose of the creation and 
maintenance of the Executive Clem- 
ency Files is to enable the Pardon At- 
torney to prepare for the President's 
ultimate decisions on matters which 
are within the President's exclusive ju- 
risdiction by reason of Article II, Sec- 
tion 2, Clause 1 of the Constitution, 
which commits pardons to the exclu- 
sive discretion of the President. 

[Order No. 26-88, 53 FR 51542. Dec. 22, 1988] 

§ 16.80 Exemption of Office of Profes- 
sional Responsibility System— lim- 
ited access. 

(a) The following: system of records is 
exempt from 5 U.S.C. 552a(c)(3) and (4), 
(d). (e)(1), (2) and (3), (e)(4)(G) and (H), 
(e)(5) and (8), (f) and (g): 

<1) Office of Professional Responsibility 
Record Index ( JUSTICE/0 PR-001). 

These exemptions apply only to the ex- 
tent that information in the system is 
subject to exemption pursuant to 5 
U.S.C. 552atj)(2). (k)(l). (k)(2), and 
(k)(5). 
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(b) Exemptions from the particular 
subsections are justified Tor the follow- 
ing reasons: 

(1) From subsection (c)(3) because re- 
lease of the disclosure accounting 
would enable the subject of an inves- 
tigation to gain information concern- 
ing the existence, nature and scope of 
the investigation and seriously hamper 
law enforcement efforts. 

(2) From subsections (c)(4). (d), 
(e)(4)(G) and (H), (f) and (g) because 
these provisions concern individual ac- 
cess to records and such access might 
compromise ongoing investigations, re- 
veal confidential informants and con- 
stitute unwarranted invasions of the 
personal privacy of third persons who 
provide information in connection with 
a particular investigation. 

(3) From subsections (e)(1) and (5) be- 
cause the collection of information 
during an investigation necessarily in- 
volves material pertaining to other 
persons or events which is appropriate 
in a thorough investigation, even 
though portions thereof are not ulti- 
mately connected to the person or 
event subject to the final action or rec- 
ommendation of the Office of Profes- 
sional Responsibility. 

(4) From subsection (e)(2) because 
collecting the information from the 
subject would thwart the investigation 
by placing the subject on notice of the 
investigation. 

(5) From subsections (e)(3) and (e)(8) 
because disclosure and notice would 
provide the subject with substantial in- 
formation which could impede or com- 
promise the investigation. For exam- 
ple, an investigatory subject occupying 
a supervisory position could, once 
made aware that a misconduct inves- 
tigation was ongoing, put undue pres- 
sure on subordinates so as to preclude 
their cooperation with investigators. 

[Order No. 58-81, 46 FR 3509, Jan. 15, 1981] 

§ 16.81 Exemption of United States At- 
torneys Systems — limited access. 

(a) The following systems of records 
are exempt from 5 U.S.C. 552a(c) (3) and 
(4), (d), (e) (1), (2) and (3), (e)(4) (G) and 
(H), (e) (5) and (8). (f), and (g): 

(1) Citizen Complaint Files (JUSTICE/ 
USA-003). 

(2) Civil Case Files ( JUSTICE/US A-0051. 
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(3) Consumer Complaints (JUSTICE/USA- 
006). 

(4) Criminal Case Files (JUSTICFVUSA- 
007). 

(5) Kline-District of Columbia and Mary- 
land-Stock and Land Fraud Interrelationship 
Filing: System (JUSTICE/USA-009). 

(6) Major Crimes Division Investigative 
Files (JUSTICE/USA-fllO). 

(7) Prosecutor's Management Information 
System (PROMIS) (JUSTICE/USA-Oll). 

(8) United States Attorney, District of Co- 
lumbia Superior Court Division, Criminal 
Files (JUSTICE/USA-013). 

(9) Pre-trial Diversion Program Files ( JUS- 
TICE/USA-014). 

These exemptions apply to the extent 
that information in these systems is 
subject to exemption pursuant to 
U.S.C. 552a(j)(2). (k)(l) and (k)(2). 

(b) Exemptions from the particular 
subsections are justified for the follow- 
ing- reasons: 

(1) From subsection (c)(3) because the 
release of the disclosure accounting, 
for disclosures pursuant to the routine 
uses published for these systems, would 
permit the subject of a criminal inves- 
tigation and/or civil case or matter 
under investigation, litigation, regu- 
latory or administrative review or ac- 
tion, to obtain valuable information 
concerning the nature of that inves- 
tigation, case or matter and present a 
serious impediment to law enforcement 
or civil legal activities. 

(2) From subsection (c)(4) since an ex- 
emption is being claimed for sub- 
section (d), this subsection will not be 
applicable. 

(3) From subsection (d) because ac- 
cess to the records contained in these 
systems would inform the subject of 
criminal investigation and/or civil in- 
vestigation, matter or case of the ex- 
istence of that investigation, provide 
the subject of the investigation with 
information that might enable him to 
avoid detection, apprehension or legal 
obligations, and present a serious im- 
pediment to law enforcement and other 
civil remedies. 

(4) From subsection (e)(1) because in 
the course of criminal investigations 
and/or civil investigations, cases or 
matters, the U.S. Attorneys often ob- 
tain information concerning the viola- 
tion of laws or civil obligations other 
than those relating to an active case or 
matter. In the interests of effective law 
enforcement and civil litigation, it is 



necessary that the U.S. Att 
tain this information since 
in establishing patterns of ac 
provide valuahle leads for o 
cies and future cases tha 
brought within the U.S. Att 
fices. 

(5) From subsection (e)(2) 
a criminal investigation tr, 
ment that information be ci 
the greatest extent possiblt 
subject individual would pre; 
ous impediment to law enfo: 
that the subject of the in' 
would be placed on notice oi 
ence of the investigation 
therefore be able to avoid 
apprehension or legal oblig 
duties. 

(6) From subsection (e)(3) 1 
requirement that individual! 
information be provided w: 
stating the requirements of 
(e)(3) would constitute a e 
pediment to law enforcemen 
could compromise the exis 
confidential investigation, 
identity of confidential sou 
formation and endanger tl 
physical safety of confident 
ants. 

(7) From subsections (e)< 
(H) because these systems 
are exempt from individual 
suant to subsections (j) anc 
Privacy Act of 1974. 

(8) From subsection (e)(5) 
the collection of informati 
enforcement purposes it is 
to determine in advance wh 
tion is accurate, relevant, 
complete. With the passag 
seemingly irrelevant or unti 
mation may acquire new i 
as further investigation bri: 
tails to light and the accur 
information can only be de' 
a court of law. The restrict 
section (e)(5) would restrict 
of trained investigators 
ligence analysts to exercise 
ment in reporting on im 
and impede the developme 
ligence necessary for effect 
forcement. 

(9) From subsection (e)(8) 
individual notice requirem* 
section (e)(8) could presen 
impediment to law enforcer 



242 



Department of Justice 



§16.81 



could interfere with the United States 
Attorneys' ability to issue subpoenas 
and could reveal investigative tech- 
niques and procedures. 

(10) From subsection (f) because these 
systems of records have been exempted 
from the access provisions of sub- 
section (d). 

(11) From subsection (g) because 
these systems of records are compiled 
for law enforcement purposes and have 
been exempted from the access provi- 
sions of subsections (d) and (f). 

(c) The following system of records is 
exempt from 5 U.S.C. 552a(c) (3) and (4), 
(d), (e) (1). (2) and (3). (e)(4) (G) and (H). 
(e) (5) and (8), (f), and (g): 

(1) Freedom of Information Act/ Privacy 
Act Files ( JUSTICE/U SA-008) 

These exemptions apply to the extent 
that information in this system is sub- 
ject to exemption pursuant to 5 U.S.C. 
552a(j)(2). (k)(l)and(k)(2). 

(d) Because this system contains De- 
partment of Justice civil and criminal 
law enforcement, investigatory 
records, exemptions from the particu- 
lar subsections are justified for the fol- 
lowing' reasons: 

(1) From subsection (c)(3) because the 
release of the disclosure accounting 
would permit the subject of a criminal 
investigation and/or civil case or mat- 
ter under investigation, in litigation, 
or under regulatory or administrative 
review or action to obtain valuable in- 
formation concerning the nature of 
that investigation, case or matter, and 
present a serious impediment to law 
enforcement or civil legal activities. 

(2) From subsection (c)(4) because an 
exemption is being claimed for sub- 
section (d) of the Act (Access to 
Records), rendering this subsection in- 
applicable to the extent that this sys- 
tem of records is exempted from sub- 
section (d). 

(3) From subsection (d) because ac- 
cess to the records contained in these 
systems would inform the subject of a 
criminal or civil investigation, matter 
or case of the existence of such, and 
provide the subject with information 
that might enable him to avoid detec- 
tion, apprehension or legal obligations, 
and present a serious impediment to 
law enforcement and other civil rem- 
edies. Amendment of the records would 



interfere with ongoing criminal law en- 
forcement proceedings and impose an 
impossible administrative burden by 
requiring criminal investigations to be 
continuously reinvestigated. 

(4) From subsection (e)(1) because in 
the course of criminal investigations 
ancVor civil investigations, cases or 
matters, the U.S. Attorneys often ob- 
tain information concerning the viola- 
tion of laws or civil obligations other 
than those relating to an active case or 
matter. In the interests of effective law 
enforcement and civil litigation, it is 
necessary that the U.S. Attorneys re- 
tain this information since it can aid 
in establishing patterns of activity and 
provide valuable leads for other agen- 
cies and future cases that may be 
brought within the U.S. Attorneys' of- 
fices. 

(5) From subsection (e)(2) because to 
collect information to the greatest ex- 
tent possible from the subject individ- 
ual of a criminal investigation or pros- 
ecution would present a serious impedi- 
ment to law enforcement in that the 
subject of the investigation would be 
placed on notice of the existence of the 
investigation and would therefore be 
able to avoid detection, apprehension, 
or legal obligations and duties. 

(6) From subsection (e)(3) because to 
provide individuals supplying informa- 
tion with a form stating the require- 
ments of subsection (e)(3) would con- 
stitute a serious impediment to law en- 
forcement in that it could compromise 
the existence of a confidential inves- 
tigation, reveal the identity of con- 
fidential sources of information, and 
endanger the life and physical safety of 
confidential informants. 

(7) From subsections (e)(4) (G) and 

(H) because this system of records is 
exempt from the individual access pro- 
visions of subsection (d) and the rules 
provisions of subsection (f)- 

(8) From subsection (e)(5) because in 
the collection of information for law 
enforcement purposes it is impossible 
to determine in advance what informa- 
tion is accurate, relevant, timely, and 
complete. With the passage of time, 
seemingly irrelevant or untimely infor- 
mation may acquire new significance 
as further investigation brings new de- 
tails to light and the accuracy of such 
information can only be determined in 
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a court of law. The restrictions of sub- 
section (e)(5) would inhibit the ability 
of trained investigator and intelligence 
analysts to exercise their judgment in 
reporting on investigations and impede 
the development of intelligence nec- 
essary for effective law enforcement. 

(9) From subsection (e)(8) because the 
individual notice requirements of sub- 
section (e)(8) could present a serious 
impediment to law enforcement as this 
could interfere with the U.S. Attor- 
neys' ability to issue subpoenas and 
could reveal investigative techniques 
and procedures. 

(10) From subsection (f) because this 
system has been exempted from the in- 
dividual access provisions of subsection 
(d). 

(11) From subsection (g) because the 
records in this system are generally 
compiled for law enforcement purposes 
and are exempt from the access provi- 
sions of subsections (d) and (f), render- 
ing subsection (g) inapplicable. 

(e) The following systems of records 
are exempt from 5 U.S.C. 552a(d)(l) and 
(e)(1): 

(1) Assistant U.S. Attorneys Applicant 
Records System (JUSTICE>TJSA-016). 

(2) Appointed Assistant U.S. Attorneys 
Personnel System (JUSTICErtJSA-017). 
These exemptions apply only to the extent 
that information in these systems is subject 
to exemption pursuant to 5 U.S.C. 652a(k)(5). 

(0 Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (d)(1) because 
many persons are contacted who, with- 
out an assurance of anonymity, refuse 
to provide information concerning a 
candidate for an Assistant U.S. Attor- 
ney position. Access could reveal the 
identity of the source of the informa- 
tion and constitute a breach of the 
promise of confidentiality on the part 
of the Department of Justice. Such 
breaches ultimately would restrict the 
free flow of information vital to a de- 
termination of a candidate's qualifica- 
tions and suitability. 

(2) From subsection (e)(1) because in 
the collection of information for inves- 
tigative and evaluative purposes, it is 
impossible to determine in advance 
what exact information may be of as- 
sistance in determining the qualifica- 
tions and suitability of a candidate. In- 



formation which may appear irre 
vant, when combined with other seem- 
ingly irrelevant information, can on 
occasion provide a composite picture of 
a candidate for a position which assists 
in determining whether that candidate 
should be nominated for appointment. 

(g) Consistent with the legislative 
purpose of the Privacy Act of 1974, the 
Executive Office for United States At- 
torneys will grant access to nonexempt 
material in records which are main- 
tained by the U.S. Attorneys. Disclo- 
sure will be governed by the Depart- 
ment's Privacy regulations, but will be 
limited to the extent that the identity 
of confidential sources will not be com- 
promised; subjects of an investigation 
of an actual or potential criminal, civil 
or regulatory violation will not be 
alerted to the investigation; the phys- 
ical safety of witnesses, informants and 
law enforcement personnel will not be 
endangered, the privacy of third par- 
ties will not be violated; and that the 
disclosure would not otherwise impede 
effective law enforcement. Whenever 
possible, information of the above 
ture will be deleted from the requei 
documents and the balance made avail- 
able. The controlling principle behind 
this limited access is to allow disclo- 
sures except those indicated above. The 
decisions to release information from 
these systems will be made on a case- 
by-case basis. 

[Order No. 645-76, 41 FR 12640, Mar. 26. 1976. 
as amended by Order No. 716-77. 42 FR 23506. 
May 9, 1977; Order No. 738-77, 42 FR 38177, 
July 27, 1977; Order No. 6-86, 51 FR 15476, Apr. 
24, 1986; Order No. 57-91. 56 FR 58306, Nov. 19, 
1991] 

$16.82 Exemption of the National 
Drug Intelligence Center Data 
Base — limited access. 

(a) The following system of records is 

exempted pursuant to the provisions of 
5 U.S.C. 552a(j)(2) from subsections (c) 
(3) and (4); (d); (e) (1), (2), and (3); 
(e)(4KI); (e) (5) and (8); and (g) of 5 
U.S.C. 552a. In addition, the following 
system of records is exempted pursuant 
to the provisions of 5 U.S.C. 552a (k)(l) 
and (k)(2) from subsections (c)(3), (d), 
and (e)(1) and (e)(4)(I) of 5 U.S.C. r 

(1) National Drug Intelligence Ce 
Data Base (JUSTICE/NDIC-001). 

(2) [Reserved] 
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(b) These exemptions apply only to 
the extent that information in this sys- 
tem is subject to exemption pursuant 
to 5 U.S.C. 652a(j)(2), (k)(l), and (k)(2). 
Where compliance would not appear to 
interfere with or adversely affect the 
law enforcement process, and/or where 
it may be appropriate to permit indi- 
viduals to contest the accuracy of the 
information collected, e.g., public 
source materials, the applicable ex- 
emption may be waived, either par- 
tially or totally, by the National Drug 
Intelligence Center (NDIC). Exemp- 
tions from the particular subsections 
are justified for the following reasons: 

(1) From subsection (c)(3) for the 
same reasons that the system is ex- 
empted from the provisions of sub- 
section (d). 

(2) From subsection (c)(4) because 
this system is exempt from the access 
provisions of subsection (d) pursuant to 
subsection (j)(2) of the Privacy Act. 

(3) From subsection (d) because dis- 
closure to the subject could alert the 
subject of an investigation pertaining 
to narcotic trafficking or related activ- 
ity of the fact and nature of the inves- 
tigation, and/or of the investigative in- 
terest of NDIC and other intelligence 
or law enforcement agencies (including 
those responsible for civil proceedings 
related to laws against drug traffick- 
ing); lead to the destruction of evi- 
dence, improper influencing of wit- 
nesses, fabrication of testimony, and/or 
flight of the subject; reveal the details 
of a sensitive investigative or intel- 
ligence technique, or the identity of a 
confidential source; or otherwise im- 
pede, compromise, or interfere with in- 
vestigative efforts and other related 
law enforcement and/or intelligence ac- 
tivities. In addition, disclosure could 
invade the privacy of third parties and/ 
or endanger the life and safety of law 
enforcement personnel, confidential in- 
formants, witnesses, and potential 
crime victims. Finally, access to 
records could result in the release of 
properly classified information that 
could compromise the national defense 
or foreign policy. Amendment of the 
records would interfere with ongoing 
investigations and law enforcement ac- 
tivities and impose an impossible ad- 
ministrative burden by requiring inves- 
tigations, analyses, and reports to be 
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Furthermore, greater specificity con- 
cerning- the sources of properly classi- 
fied records could compromise national 
defense or foreign policy. 

(8) From subsection (e)(5) because the 
acquisition, collation, and analysis of 
information for law enforcement pur- 
poses does not permit advance deter- 
mination whether such information is 
accurate or relevant, nor can such in- 
formation be limited to that which is 
complete or apparently timely. Infor- 
mation of this type often requires fur- 
ther analysis and investigation to de- 
velop into a comprehensive whole that 
which is otherwise incomplete or even 
fragmentary. Moreover, its accuracy is 
continually subject to analysis and re- 
view, and, upon careful examination, 
seemingly irrelevant or untimely infor- 
mation may acquire added significance 
as additional information brings new 
details to light. The restrictions im- 
posed by subsection (e)(5) would re- 
strict the ability of trained investiga- 
tors and intelligence analysts to exer- 
cise their judgment in collating and 
analyzing information and would im- 
pede the development of criminal intel- 
ligence necessary for effective law en- 
forcement. 

(9) From subsection (e)(8) because the 
individual notice requirements of sub- 
section (e)(8) could present a serious 
impediment to law enforcement by re- 
vealing investigative techniques, pro- 
cedures, or evidence. 

(10) From subsection (g) to the extent 
that the system is exempt from sub- 
section (d). 

[Order No. 78-93. 58 FR 41038. Aug. 2, 1993] 

S 16.83 Exemption of the Executive Of- 
fice for Immigration Review Sys- 
tem — limited access. 

(a) The following system of records is 
exempt from 5 U.S.C 552a(d): 

(1) The Executive Office for Immigration 
Review's Records and Management Informa- 
tion System (JUSTICE/EOIR-001). 

This exemption applies only to the ex- 
tent that information in the system is 
subject to exemption pursuant to 5 
U.S.C. 552a(k) (1) and (2). 

(b) Exemption from the particular 
subsections are justified for the follow- 
ing reasons: 
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(1) From subsection (d) because ac- 
cess to information which has been 
properly classified pursuant to an Ex- 
ecutive Order could have an adverse ef- 
fect on the national security. In addi- 
tion, from subsection (d) because unau- 
thorized access to certain investiga- 
tory material could compromise ongo- 
ing or potential investigations; reveal 
the identity of confidential informants; 
or constitute unwarranted invasions of 
the personal privacy of third parties. 

(2) From subsection (d) (2), (3), and (4) 
because the record of proceeding con- 
stitutes an official record which in- 
cludes transcripts of quasi-judicial ad- 
ministrative proceedings, investiga- 
tory materials, evidentiary materials 
such as exhibits, decisional memo- 
randa, and other case-related papers. 
Administrative due process could not 
be achieved by the ex parte "correc- 
tion" of such materials by the individ- 
ual who is the subject thereof. 

[Order No. 18-86, 51 FR 32305, Sept. 11, 1986] 

S 16.84 Exemption of Immigration Ap 
peals System. 

(a) The following system of records is 
exempt from 5 U.S.C. 552a(d) (2), (3) and 
(4): 

(1) Decisions of the Board of Immigration 
Appeals (JUSTICE'BIA-001). 

This exemption applies only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a(k). 

(b) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsections (d) (2), (3) and 
(4) because the decisions reflected con- 
stitute official records of opinions ren- 
dered in quasi-judicial proceedings. Ad- 
ministrative due process could not be 
achieved by the ex parte "correction" 
of such opinions by the subject of the 
opinion. 

S 16.85 Exemption of U.S. Parole Com- 
mission — limited access. 

(a) The following systems of records 
are exempt from 5 U.S.C. 552a (c) (3) 
and (4), (d), (e) (2) and (3), (e)(4) (G) ar 
(H), (e)(8), (f)and(g); 

(1) Docket Scheduling and Control System 
(JUSTICE/PRC-001). 
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(2) Inmate and Supervision Piles System 
(JUSTICE/PRC-O03). 

(3) Labor and Pension Case, Legal File, and 
General Correspondence System (JUSTICE/ 
PRC-OM). 

(4) Statistical, Educational and Devel- 
opmental System (JUSTICE/PRC-006). 

(5) Workload Record, Decision Result, and 
Annual Report System ( JUSTICE/PRC-007). 
These exemptions apply only to the ex- 
tent that information in these systems 
is subject to exemptions pursuant to 5 
U.S.C. 552a(j)(2). 

(b) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because re- 
vealing disclosure of accountings to in- 
mates and persons on supervision could 
compromise legitimate law enforce- 
ment activities and U.S. Parole Com- 
mission responsibilities, 

(2) From subsection (c)(4) because the 
exemption from subsection (d) will 
make notification of disputes inap- 
plicable. 

(3) From subsection (d) because this 
is essential to protect internal proc- 
esses by which Commission personnel 
are able to formulate decisions and 
policies with regard to federal pris- 
oners and persons under supervision, to 
prevent disclosures of information to 
federal inmates or persons on super- 
vision that would jeopardize legitimate 
correctional interests of security, cus- 
tody, supervision, or rehabilitation, to 
permit receipt of relevant information 
from other federal agencies, state and 
local law enforcement agencies, and 
federal and state probation and judicial 
offices, to allow private citizens to ex- 
press freely their opinions for or 
against parole, to allow relevant crimi- ' 
nal history type information of co-de- 
fendants to be kept in files, to allow 
medical, psychiatric and sociological 
material to be available to professional 
staff, and to allow a candid process of 
fact selection, opinion formulation, 
evaluation and recommendation to be 
continued by professional staff. The 
legal files contain case development 
material and. in addition to other rea- 
sons, should be exempt under the attor- 
ney-client privilege. Each labor or pen- 
sion applicant has had served upon him 
the material in his file which he did 
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not prepare and may' see his own file at 
any time. 

(4) From subsection (e)(2) because 
primary collection of information di- 
rectly from federal inmates or persons 
on supervision about criminal sen- 
tence, criminal records, institutional 
performance, readiness for release from 
custody, or need to be returned to cus- 
tody is highly impractical and inappro- 
priate. 

(5) From subsection (e)(3) because ap- 
plication of this provision to the oper- 
ations and collection of information by 
the Commission which is primarily 
from sources other than the individual, 
is inappropriate. 

(6) From subsections (e)(4) (G) and 
(H) because exemption from the access 
provisions of (d) makes publication of 
agency procedures under (d) inapplica- 
ble. 

(7) From subsection (e)(8) because the 
nature of the Commission's activities 
renders notice of compliance with com- 
pulsory legal process impractical. 

(8) From subsection (f) because ex- 
emption from the provisions of sub- 
section (d) will render compliance with 
provisions of this subsection inapplica- 
ble. 

(9) From subsection (g) because ex- 
emption from the provisions of sub- 
section (d) will render the provisions 
on suits to enforce (d) inapplicable. 

(c) Consistent with the legislative 
purpose of the Privacy Act of 1974 the 
U.S. Parole Commission will initiate a 
procedure whereby present and former 
prisoners and parolees may obtain cop- 
ies of material in files relating to them 
that are maintained by the U.S. Parole 
Commission. Disclosure of the contents 
will be affected by providing copies of 
documents to requesters through the 
mails. Disclosure will be made to the 
same extent as would be made under 
the substantive exemptions of the Pa- 
role Commission and Reorganization 
Act of 1976 (18 U.S.C. 4208) and Rule 32 
of the Federal Rules of Criminal Proce- 
dure. The procedure relating to disclo- 
sure of documents may be changed gen- 
erally in the interest of improving the 
Commission's system of disclosure or 
when required by pending or future de- 
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cisions and directions of the Depart- 
ment of Justice. 

[Order No. 645-76. 41 FR 12640, Mar. 26. 1976. 
as amended by Order No. 14-78, 43 FR 45993, 
Oct. 5, 1978; Order No. 899-80, 45 FR 43703. 
June 30, 1980; Order No. 6-86, 51 FR 15477. Apr. 
24, 1986] 

§16.88 Exemption of Antitrust Divi- 
sion Systems — limited access. 

(a) The following system of records is 
exempt from 5 U.S.C. 552a (c)(3), (d), 
(e){4) (G) and (H), and (0: 

(1) Antitrust Caseload Evaluation System 
(ACES)— Monthly Report (JUSTICE/ATR- 
006). 

These exemptions apply only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a (k)(2). 

(b) Exemption from the particular 
subsections are justified for the follow- 
ing- reasons: 

(1) From subsection (c)(3) because in- 
formation in this system is maintained 
in aid of ongoing antitrust enforcement 
investigations and proceedings. The re- 
lease of the accounting of disclosures 
made under subsection^ (b) of the Act 
would permit the subject of an inves- 
tigation of an actual or potential 
criminal or civil violation to determine 
whether he is the subject of an inves- 
tigation, Disclosure of the accounting 
would therefore present a serious im- 
pediment to antitrust law enforcement 
efforts. 

(2) From subsection (d) because ac- 
cess to the information retrievable 
from this system and compiled for law 
enforcement purposes could result in 
the premature disclosure of the iden- 
tity of the subject of an investigation 
of an actual or potential criminal or 
civil violation and information con- 
cerning the nature of that investiga- 
tion. This information could enable the 
subject to avoid detection or apprehen- 
sion. This would present a serious im- 
pediment to effective law enforcement 
since the subject could hinder or pre- 
vent the successful completion of the 
investigation. Further, confidential 
business and financial information, the 
identities of confidential sources of in- 
formation, third party privacy infor- 
mation, and statutorily confidential 
information such as grand jury infor- 



mation must be protected from disclc 
sure. 

(3) From subsections (e)(4)(G) and 
(H), and (f) because this system is ex- 
empt from the individual access provi- 
sions of subsection (d). 

(c) The following system of records is 
exempt from 5 U.S.C. 552a (c)(3), (d), 
(e)(4)(G) and (H), and (f): 

(1) Freedom of Information/Privacy— Re- 
quester/Subject Index File (JUSTICEVATR- 
008). 

These exemptions apply to the extent 
that information in this system is sub- 
ject to exemption pursuant to 5 U.S.C. 
552a (k)(2). 

(d) Because this system contains De- 
partment of Justice civil and criminal 
law enforcement, investigatory 
records, exemptions from the particu- 
lar subsections are justified for the fol- 
lowing reasons: 

(1) From subsection (c)(3) because the 
release of the accounting of disclosures 
made under subsection (b) of the Act 
would permit the subject of an inv 
tigation of an actual or potent 
criminal or civil violation to determine 
whether he is the subject of an inves- 
tigation. Disclosure of accounting 
would therefore present a serious im- 
pediment to antitrust law enforcement 
efforts. 

(2) From subsection (d) because ac- 
cess to information in this system 
could result in the premature disclo- 
sure of the identity of the subject of an 
investigation of an actual or potential 
criminal or civil violation and informa- 
tion concerning the nature of the in- 
vestigation. This information could en- 
able the subject to avoid detection or 
apprehension. This would present a se- 
rious impendiment to effective law en- 
forcement since the subject could 
hinder or prevent the successful com- 
pletion of the investigation. Further, 
confidential business and financial in- 
formation, the identities of confiden- 
tial sources of information, third party 
privacy information, and statutorily 
confidential information such as grand 
jury information must be proter 
from disclosure. 

(3) From subsections (e)(4)(G) and 
(H), and (f) because this system is ex- 
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empt from the individual access provi- 
sions of subsection (d). 

{Order No. 2-86, 51 FR884, Jan. 9, 1986] 

S 16.89 Exemption of Civil Division 
Systems — limited access. 

(a) The following systems of records 
are exempted pursuant to 5 U.S.C. 
552a{j)(2) from subsections (c) (3) and 
(4), (d). (e)(1), (e)(2), (e)(3), (e)(4) (G) and 
(H), (e)(5), (e)(8), and (g); in addition, 
the following- systems of records are ex- 
empted pursuant to 5 U.S.C. 652a (k)(l) 
and (k)(2) from subsections (c)(3), (d). 
(e)(1), (e)(4) (G) and (H): 

(1) Civil Division Case File System, 
JUSTICEVCIV-001. 

(2) Freedom of Information/Privacy 
Acts File System, JUSTICE/CIV-005. 

These exemptions apply only to the 
extent that information in these sys- 
tems is subject to exemption pursuant 
to 5 U.S.C. 552a (j)(2), (k)(l) and (k)(2). 

(b) Only that information which re- 
lates to the investigation, prosecution, 
or defense of actual or potential crimi- 
nal or civil litigation, or which has 
been properly classified in the interest 
of national defense and foreign policy 
is exempted for the reasons set forth 
from the following subsections: 

(1) Subsection (c)(3). To provide the 
subject of a criminal or civil matter or 
case under investigation with an ac- 
counting of disclosures of records con- 
cerning him or her would inform that 
individual (and others to whom the 
subject might disclose the records) of 
the existence, nature, or scope of that 
investigation and thereby seriously im- 
pede law enforcement efforts by per- 
mitting the record subject and others 
to avoid criminal penalties and civil, 
remedies. 

(2) Subsections (c)(4), (e)(4) (G) and (H), 
and (g). These provisions are inapplica- 
ble to the extent that these systems of 
records are exempted from subsection 
(d). 

(3) Subsection (d). To the extent that 
information contained in these systems 
has been properly classified, relates to 
the investigation and/or prosecution of 
grand jury, civil fraud, and. other law 
enforcement matters, disclosure could 
compromise matters which should be 
kept secret in the interest of national 
security or foreign policy; compromise 
confidential investigations or proceed- 



ings; hamper sensitive civil or criminal 
investigations; impede affirmative en- 
forcement actions based upon alleged 
violations of regulations or of civil or 
criminal laws; reveal the identity of 
confidential sources; and result in un- 
warranted invasions of the privacy of 
others. Amendment of the records 
would interfere with ongoing criminal 
law enforcement proceedings and im- 
pose an impossible administrative bur- 
den by requiring criminal investiga- 
tions to be continuously 
reinvestigated. 

(4) Subsection (e)(1). In the course of 
criminal or civil investigations, cases, 
or matters, the Civil Division may ob- 
tain information concerning the actual 
or potential violation of laws which are 
not strictly within its statutory au- 
thority. In the interest of effective law 
enforcement, it is necessary to retain 
such information since it may estab- 
lish patterns of criminal activity or 
avoidance of other civil obligations and 
provide leads for Federal and other law 
enforcement agencies. 

(5) Subsection (e)(2). To collect infor- 
mation from the subject of a criminal 
investigation or prosecution would 
present a serious impediment to law 
enforcement in that the subject (and 
others to whom the subject might be in 
contact) would be informed of the ex- 
istence of the investigation and would 
therefore be able to avoid detection or 
apprehension, to influence witnesses 
improperly, to destroy evidence, or to 
fabricate testimony. 

(6) Subsection (e)(3). To comply with 
this requirement during the course of a 
criminal investigation or prosecution 
could jeopardize the investigation by 
disclosing the existence of a confiden- 
tial investigation, revealing the iden- 
tity of witnesses or confidential in- 
formants, or impeding the information 
gathering process. 

(7) Subsection (e)(5). In compiling in- 
formation for criminal law enforce- 
ment purposes, the accuracy, com- 
pleteness, timeliness and relevancy of 
the information obtained cannot al- 
ways be immediately determined. As 
new details of an investigation come to 
light, seemingly irrelevant or untimely 
information may acquire new signifi- 
cance and the accuracy of such infor- 
mation can often only be determined in 
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a court of law. Compliance with this 
requirement would therefore restrict 
the ability of government attorneys in 
exercising their judgment in develop- 
ing information necessary for effective 
law enforcement. 

(8) Subsection (e)(8). To serve notice 
would give persons sufficient warning 
to evade law enforcement efforts. 

(c) The following system of records is 
exempted pursuant to 5 U.S.C. 552aQ*)(2) 
from subsections (c) (3) and (4), (d), 
(e)(1) and (e)(5); in addition, this sys- 
tem is also exempted pursuant to 5 
U.S.C. 552a(k)(2) from subsections 
(c)(3), (d), and (e)(1). 

Consumer Inquiry/Investigatory Sys- 
tem, JUSTICE/CIV-006. 

These exemptions apply only to the 
extent that information in this system 
of records is subject to exemption pur- 
suant to 5 U.S.C. 552a (j)(2) and (k)(2). 

(d) Only that information compiled 
for criminal or civil law enforcement 
purposes is exempted for the reasons 
set forth from the following sub- 
sections: 

(1) Subsections (c)(3). This system oc- 
casionally contains investigatory ma- 
terial based on complaints of actual or 
alleged criminal or civil violations. To 
provide the subject of a criminal or 
civil matter or case under investiga- 
tion with an accounting of disclosures 
of records concerning him/her would in- 
form that individual of the existence, 
nature, or scope of that investigation, 
and thereby seriously impede law en- 
forcement efforts by permitting the 
record subject and other persons to 
whom he might disclose the records to 
avoid criminal penalties and civil rem- 
edies. 

(2) Subsections (c)(4). This subsection 
is inapplicable to the extent that an 
exemption is being claimed for sub- 
section (d). 

(3) Subsection (d). Disclosure of infor- 
mation relating to the investigation of 
complaints of alleged violation of 
criminal or civil law could interfere 
with the investigation, reveal the iden- 
tity of confidential sources, and result 
in an unwarranted invasion of the pri- 
vacy of others. Amendment of the 
records would interfere with ongoing 
criminal law enforcement proceedings 
and impose an impossible administra- 
tive burden by requiring criminal in- 



vestigations to be continuously 
reinvestigated. 

(4) Subsection (e)(1). In the course of 
criminal or civil investigations, cases, 
or matters, the Civil Division may ob- 
tain information concerning the actual 
or potential violation of laws which are 
not strictly within its statutory au- 
thority. In the interest of effective law 
enforcement, it is necessary to retain 
such information since it may estab- 
lish patterns of criminal activity or 
avoidance of other civil obligations and 
provide leads for Federal and other law 
enforcement agencies. 

(5) Subsection (e)(5). In compiling in- 
formation for criminal law enforce- 
ment purposes, the accuracy, com- 
pleteness, timeliness and relevancy of 
the information obtained cannot al- 
ways be immediately determined. As 
new details of an investigation come to 
light, seemingly irrelevant or untimely 
information may acquire new signifi- 
cance and the accuracy of such infor- 
mation can often only be determined in 
a court of law. Compliance with th''° 
requirement would therefore rest; 
the ability of government attorneys 
exercising their judgment in develop- 
ing information necessary for effective 
law enforcement. 

(e) The following system of records is 
exempt pursuant to 5 U.S.C. 552a (j)(2) 
and (k)(2) from subsection (d): 

Congressional and Citizen Cor- 
respondence File, JUSTICE/CIV-007. 

This exemption applies only to the 
extent that information in this system 
is subject to exemption pursuant to 5 
U.S.C 552a (j)(2) and (k)(2). 

(f) Only that portion of the Congres- 
sional and Citizen Correspondence File 
maintained by the Communications Of- 
fice which consists of criminal or civil 
investigatory information is exempted 
for the reasons set forth from the fol- 
lowing subsection: 

(1) Subsection (d). Disclosure of inves- 
tigatory information would jeopardize 
the integrity of the investigative proc- 
ess, disclose the identity of individuals 
who furnished information to the gov- 
ernment under an express or implied 
promise that, their identities would Uq 
held in confidence, and result in ar 
warranted invasion of the privacy 
others. Amendment of the records 
would interfere with ongoing criminal 
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law enforcement proceedings and im- 
pose an impossible administrative bur- 
den by requiring criminal investiga- 
tions to be continuously 
reinvestigated. 

[Order No. 27-88, 54 FR 113, Jan. 4, 1989] 

ft 16.90 Exemption of Civil Rights Divi- 
sion Systems. 

(a) The following system of records is 
exempt from 5 U.S.C. 552a{d): 

(1) Files on Employment Civil Rights Mat- 
ters Referred by the Equal Employment Op- 
portunity Commission ( JUSTICE/CRT-007). 

This exemption applies to the extent 
that information in this system is sub- 
ject to exemption pursuant to 5 U.S.C. 
552a(k)(2). 

(b) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (d) because this 
system contains investigatory material 
compiled by the Equal Opportunity 
Commission pursuant to its authority 
under 42 U.S.C. 2000e-S. 42 U.S.C. 2000e- 
5(b), 42 U.S.C. 2000e-8(e), and 44 U.S.C. 
3508 make it unlawful to make public 
in any manner whatsoever any infor- 
mation obtained by the Commission 
pursuant to the authority. 

(c) The following system of records is 
exempt from 5 U.S.C. 552a(c)(3), (d) and 
(g): 

(1) Central Civil Rights Division Index File 
and Associated Records (JUSTICE'CRT-OOl). 

These exemptions apply only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a <j)(2) and (k)(2). 

(d) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because the 
release of the disclosure accounting for 
disclosure pursuant to the routine uses 
published for this system may enable 
the subject of an investigation to gain 
valuable information concerning the 
nature and scope of the investigation 
and seriously hamper law enforcement 
efforts. 

(2) From subsection (d) because free- 
ly permitting access to records in this 
system would compromise ongoing in- 
vestigations and reveal investigatory 
techniques. In addition, these records 
may be subject to protective orders en- 



tered by federal courts to protect their 
confidentiality. Many of the records 
contained in this system are copies of 
documents which are the property of 
state agencies and were obtained under 
express or implied promises to strictly 
protect their confidentiality. 

(3) From subsection (g) because ex- 
emption from the provision of sub- 
section (d) will render the provisions 
on suits to enforce (d) inapplicable. 

(e) The following system of records is 
exempt from 5 U.S.C. 552a (c)(3). (d), 
and (g): 

(1) Freedom of Information/Privacy Act 
Records (JUSTICE/CRT-010). 

These exemptions apply to the extent 
that information in this system is sub- 
ject to exemption pursuant to 5 U.S.C. 
552a (j)(2) and (k)(2). 

(f) Because this system contains De- 
partment of Justice civil and criminal 
law enforcement, investigatory 
records, exemptions from the particu- 
lar subsections are justified for the fol- 
lowing reasons: 

(1) From subsection (c)(3) because the 
release of the disclosure accounting 
may enable the subject of an investiga- 
tion to gain valuable information con- 
cerning the nature and scope of the in- 
vestigation and seriously hamper law 
enforcement efforts. 

(2) From subsection (d) because ac- 
cess to records in this system would 
compromise ongoing investigations 
and reveal investigative techniques. In 
addition, certain of these records may 
be subject to protective orders entered 
by Federal courts to protect their con- 
fidentiality, and many are copies of 
documents which are the property of 
State agencies and were obtained under 
express or implied promises to strictly 

protect their confidentiality. This sys- 
tem also contains investigatory mate- 
rial compiled by the Equal Opportunity 
Commission pursuant to its authority 
under 42 U.S.C. 2000e-8. Provisions of 42 
U.S.C. 2000e-5(b), 42 U.S.C. 2000e-8(e), 
and 44 U.S.C. 3508 make it unlawful to 
make public in any manner whatsoever 
any information obtained by the Com- 
mission pursuant to the authority. 
Amendment of the records would inter- 
fere with ongoing criminal law enforce- 
ment proceedings and impose an im- 
possible administrative burden by re- 
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quiring criminal investigations to be 
continuously reinvestigated. 

(3) From subsection (g) because ex- 
emption from subsection (d) will render 
the provisions on suits to enforce sub- 
section (d) inapplicable. 

[Order No. 645-76, 41 FR 12640. Mar. 26, 1976. 
as amended by Order No. 688-77, 42 FR 10000, 
Feb. 18, 1977; Order No. 8-82, 47 FR 44256, Oct. 
7. 1982; Order No. 6-86, 51 FR 15477. Apr. 24, 
1986] 

§ 16.91 Exemption of Criminal Division 
Systems — limited access, as indi- 
cated. 

(a) The following systems of records 
are exempted pursuant to the provi- 
sions of 5 U.S.C. 552a(j)(2) from sub- 
sections (c) (3) and (4). (d), (e) (1), (2) 
and (3), (e)(4) (G), (H) and (I), (e) (5) and 
(8), (f) and (g) of 5 U.S.C. 552a; in addi- 
tion, the following systems of records 
are exempted pursuant to the provi- 
sions of 5 U.S.C. 552a (k)(J) and (k)(2) 
from subsections (c)(3), <d), (e)(1), (e)(4) 
(G), (H), and (I), and (f) of 5 U.S.C. 552a: 

(1) Central Criminal Division, Index File 
and Associated Records System of Records 
(JUSTICE/CRM-001)-Limited Access. 

(2) Genera] Crimes Section, Criminal Divi- 
sion, Central Index File and Associated 
Records System of Rec-ords (JUSTICFVCRM- 
004) — Limited Access. 

These exemptions apply to the extent 
that information in those systems are 
subject to exemption pursuant to 5 
U.S.C. 552a (j)(2). (k)(l) and (k)(2). 

(b) The systems of records listed 
under paragraphs (b)(1) and (b)(2) of 
this section are exempted, for the rea- 
sons set forth, from the following pro- 
visions of 5 U.S.C. 552a: 

(1). (c)(3). The release of the disclosure ac- 
counting for disclosures made pursuant to 
subsection (b) of the Act, including those 
permitted under the routine uses published 
for these systems of records, would permit 
the subject of an investigation of an actual 
or potential criminal, civil, or reg-ulatory 
violation to determine whether he is the sub- 
ject of investigation, or to obtain valuable 
information concerning the nature of that 
investigation, and the information obtained, 
or the identity of witnesses and informants 
and would therefore present a serious im- 
pediment to law enforcement. In addition, 
disclosure of the accounting would amount 
to notice to the individual of the existence of 
a record; such notice requirement under sub- 
section (f)(1) is specifically exempted for 
these systems of records. 



(2). (c)(4). Since an exemption is beii. 
claimed for subsection (d) of the Act (Access 
to Records) this subsection is inapplicable to 
the extent that'these systems of records are 
exempted from subsection (d). 

(3). <d). Access to the records contained in 
these systems would inform the subject of an 
investigation of an actual or potential crimi- 
nal, civil, or regulatory violation of the ex- 
istence of that investigation, or the nature 
and scope of the information and evidence 
obtained as to his activities, of the identity 
of witnesses and informants, or would pro- 
vide information that could enable the sub- 
ject to avoid detection or apprehension. 
These factors would present a serious im- 
pediment to effective law enforcement be- 
cause they could prevent the successful com- 
pletion of the investigation, endanger the 
physical safety of witnesses or informants, 
and lead to the improper influencing of wit- 
nesses, the destruction of evidence, or the 
fabrication of testimony. 

(4). (e)(1). The notices of these systems of 
records published in the Federal Register 
set forth the basic statutory or related au- 
thority for maintenance of this system. How- 
ever, in the course of criminal or other law 
enforcement investigations, cases, and mat- 
ters, the Criminal Division or its compo- 
nents will occasionally obtain informatic" 
concerning actual or potential violations 
law that are not strictly within its statute 
or other authority or may compile informa- 
tion in the course of an investigation which 
may not be relevant to a specific prosecu- 
tion. In the interests of effective law en- 
forcement, it is necessary to retain such in- 
formation in these systems of records since 
it can aid in establishing patterns of crimi- 
nal activity and can provide valuable leads 
for federal and other law enforcement agen- 
cies. 

(5). (e)(2). In a criminal investigation or 
prosecution, the requirement that informa- 
tion be collected to the greatest extent prac- 
ticable from the subject individual would 
present a serious impediment to law enforce- 
ment because the subject of the investiga- 
tion or prosecution would be placed on no- 
tice as to the existence of the investigation 
and would therefore be able to avoid detec- 
tion or apprehension, to influence witnesses 
improperly, to destroy evidence, or to fab- 
ricate testimony. 

(6). (e)(3). The requirement that individuals 
supplying information be provided with a 
form stating the requirements of subsection 
(e)(3) would constitute a serious impediment 
to law enforcement in that it could com- 
promise the existence of a confidential inves- 
tigation or reveal the identity of witnesses 
or confidential informants. 

(7). (e)(4) (G) and (H). Since an exemp 
is being claimed for subsections (f) (Agei. 
Rules) and (d) (Access to Records) of the Act 
these subsections are inapplicable to the ex- 
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tent that these systems of records are ex- 
empted from subsections (D and (d). 

(8). (e)(4)(l). The categories of sources of 
the records in these systems have been pub- 
lished in the Federal Register in broad ge- 
neric terms in the belief that this is all that 
subsection (e)(4)U) of the Act requires. In the 
event, however, that this subsection should 
be interpreted to require more detail as to 
the identity of sources of the records in 
these systems, exemption from this provi- 
sion is necessary in order to protect the con- 
fidentiality of the sources of criminal and 
other law enforcement information. Such ex- 
emption is further necessary to protect the 
privacy and physical safety of witnesses and 
informants. 

(9). (e)(5). In the collection of information 
for criminal law enforcement purposes it is 
impossible to determine in advance what in- 
formation is accurate, relevant, timely, and 
complete. With the passage of time, seem- 
ingly irrelevant or untimely information 
may acquire new significance as further in- 
vestigation brings new details to light and 
the accuracy of such information can often 
only be determined In a court of law. The re- 
strictions of subsection (e)(5) would restrict 
the ability of trained investigators, intel- 
ligence analysts, and government attorneys 
in exercising their judgment in reporting: on 
information and investigations and impede 
the development of criminal or other intel- 
ligence necessary for effective law enforce- 
ment. 

(10). (e)(8). The individual notice require- 
ments of subsection (e)(8) could present a se- 
rious impediment to law enforcement as this 
could interfere with the ability to issue war- 
rants or subpoenas and could reveal inves- 
tigative techniques, procedures, or evidence. 

(11). (f). Procedures for notice to an indi- 
vidual pursuant to subsection (f)(1) as to the 
existence of records pertaining- to him deal- 
ing with an actual or potential criminal, 
civil, or regulatory investigation or prosecu- 
tion must be exempted because such notice 
to an individual would be detrimental to the 
successful conduct and/or completion of an 
investigation or prosecution pending or fu- 
ture. In addition, mere notice of the fact of 
an investigation could inform the subject or 
others that their activities are under or may 
become the subject of an investigation and 
could enable the subjects to avoid detection 
or apprehension, to influence witnesses im- 
properly, to destroy evidence, or to fabricate 
testimony. 

Since an exemption is being claimed for 
subsection (d) of the Act (Access to Records) 
the rules require pursuant to subsection <f) 
(2) through (5) are inapplicable to these sys- 
tems of records to the extent that these sys- 
tems of records are exempted from sub- 
section (d). 

(12). (g). Since an exemption is being 
claimed for subsections (d) (Access to Rec- 



ords) and (f) (Agency Rules) this section is 
inapplicable, and is exempted for the reasons 
set forth for those subsections, to the extent 
that these systems of records are exempted 
from subsections id) and if). 

(13). In addition, exemption is claimed for 
these systems of records from compliance 
with the following provisions of the Privacy 
Act of 1974 (5 U.S.C. 552a) pursuant to the 
provisions of 5 U.S.C. 552a(k)(l): Subsections 
(c)(3), (d). (e)(1), (e)(4) (G), (H) and (I) and (f) 
to the extent that the records contained in 
these systems are specifically authorized to 
be kept secret in the interests of national de- 
fense and foreign policy. 

(c) The following- system of records is 
exempted pursuant to the provisions of 
5 U.S.C. 552a(j) (2) from subsection (c) 
(3) and (4). (d), (e) (1), (2) and (3), (e) (4) 
(G), (H) and (I), (e) (5) and (8), (f) and 
(ST) of 5 U.S.C. 552a: 

Criminal Division Witness Security File 
System of Records cJUSTICE'CRM-002). 

These exemptions apply to the extent 
that information in this system is sub- 
ject to exemption pursuant to 5 U.S.C. 
552a(j)<2). 

(d) The system of records listed under 
paragraph (c) of this section is exempt- 
ed, for the reasons set forth, from the 
following: provisions of 5 U.S.C. 552a: 

(1). (c)(3) The release of the disclosure ac- 
counting for disclosures made pursuant to 
subsection (b) of the Act, including those 
permitted under the routine uses published 
for these systems of records, would permit 
the subject of an investigation of an actual 
or potential criminal violation, which may 
include those protected under the Witness 
Security Program, to determine whether he 
is the subject of a criminal investigation, to 
obtain valuable information concerning the 
nature of that investigation and the infor- 
mation obtained, or the identity of witnesses 
and informants and the nature of their re- 
ports, and would therefore present a serious 
impediment to law enforcement. In addition, 
disclosure of the accounting would amount 
to notice to the individual of the existence of 
a record; such notice requirement under sub- 
section (f)(1) is specifically exempted for 
these systems of records. Moreover, disclo- 
sure of the disclosure accounting to an indi- 
vidual protected under the Witness Security 
Program could jeopardize the effectiveness 
and security of the Program by revealing the 
methods and techniques utilized in relocat- 
ing witnesses and could therefore jeopardize 
the ability to obtain, and to protect the con- 
fidentiality of. information compiled for pur- 
poses of a criminal investigation. 
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(2). (c)(4) Since an exemption is being 
claimed for subsection (d) of the Act (Access 
to Records) this section is inapplicable. 

(3). (d) Access to the records contained in 
these systems would inform the subject of an 
investigation of an actual or potential crimi- 
nal violation, which may include those pro- 
tected under the Witness Security ProgTam, 
of the existence of that investigation, of the 
nature and scope of the information and evi- 
dence obtained as to his activities, of the 
identity of witnesses and informants, or 
would provide information that could enable 
the subject to avoid detection or apprehen- 
sion. These factors would present a serious 
impediment to effective law enforcement be- 
cause they could prevent the successful com- 
pletion of the investigation, endanger the 
physical safety of witnesses or informants, 
and lead to the improper influencing of wit- 
nesses, the destruction of evidence, or the 
fabrication of testimony. In addition, access 
to the records in these systems to an individ- 
ual protected under the Witness Security 
Program could jeopardize the effectiveness 
and security of the Program by revealing the 
methods and techniques utilized in relocat- 
ing witnesses and could therefore jeopardize 
the ability to obtain, and to protect the con- 
fidentiality of, information compiled for pur- 
poses of a criminal investigation. 

(4). Exemption is claimed from subsection 
(e)(1) for the reasons stated in subsection 
(b)(4) of this section. 

(5). (e)(2) In the course of preparing a Wit- 
ness Security Program for an individual, 
much of the information is collected from 
the subject. However, the requirement that 
the information be collected to the greatest 
extent practicable from the subject individ- 
ual would present a serious impediment to 
criminal law enforcement because the indi- 
vidual himself may be the subject of a crimi- 
nal investigation or have been a participant 
in. or observer of, criminal activity. As a re- 
sult, it is necessary to seek information from 
other sources. In addition, the failure to ver- 
ify the information provided from the indi- 
vidual when necessary and to seek other in- 
formation could jeopardize the confidential- 
ity of the Witness Security Program and 
lead to the obtaining and maintenance of in- 
correct and uninvestigated information on 
criminal matters. 

(6). (e)(3) The requirement that individuals 
supplying information be provided with a 
form stating the requirements of subsection 
(e)(3) would constitute a serious impediment 
to law enforcement in that it could com- 
promise or reveal the identity of witnesses 
and informants protected under the Witness 
Security Program. 

(7). (e)(4) (G) and (H). Since an exemption 
is being claimed for subsections (f) (Agency 
Rules) and (d) (Access to Records) of the Act 
these subsections are inapplicable. 



(8). (e)(4)(I). The categories of sources 
the records in these systems have been pub- 
lished in the FEDERAL Register in broad ge- 
neric terms in the belief that this is all that 
subsection (e)(4)(I) of the Act requires. In the 
event, however, that this subsection should 
be interpreted to require more detail as to 
the identity of sources of the records in the 
system, exemption from this provision is 
necessary in order to protect the confiden- 
tiality of the sources of criminal law, en- 
forcement information and of witnesses and 
informants protected under the Witness Se- 
curity Program. 

(9). Exemption is claimed from subsections 
(e)(5) and (e)(8) for the reasons stated in sub- 
section (b)(9) and (b)(10) of this section. 

(10). Procedures for notice to an individual 
pursuant to subsection (f)(1) as to the exist- 
ence of records contained in these systems 
pertaining to him would inform the subject 
of an investigation of an actual or potential 
criminal violation, which may include those 
protected under the Witness Security Pro- 
gram, of the existence of that investigation, 
of the nature and scope of the information 
and evidence obtained as to his activities, of 
the identity of witnesses and informants, or 
would provide information that could enable 
the subject to avoid detection or apprehen- 
sion. These factors would present a seri r 
impediment to effective law enforcement 
cause they could prevent the successful <. 
duct and/or completion of an investigation 
pending or future, endanger the physical 
safety of witnesses or informants, and lead 
to the improper influencing of witnesses, the 
destruction of evidence, or the fabrication of 
testimony. In addition, notices as to the ex- 
istence of records contained in these systems 
to an individual protected under the Witness 
Security Program could jeopardize the effec- 
tiveness and security of the Program by re- 
vealing the methods and techniques utilized 
in relocating witnesses and could therefore 
jeopardize the ability to obtain, and to pro- 
tect the confidentiality of, information com- 
piled for purposes of a criminal investiga- 
tion. 

Since an exemption is being claimed for sub- 
section (d) of the Act (Access to Records) the 
rules required pursuant to subsection (f) (2) 
through (5) are inapplicable. 

01). (g) Since an exemption j» being 
claimed for subsections (d) (Access to 
Records) and (f) (Agency Rules) this section 
is inapplicable and is exempted for the rea- 
sons set forth for those subsections. 

(e) The following system of records is 
exempted pursuant to the provisions of 
5 U.S.C. 552a(j)(2) from subsections (c) 
(3) and (4), (d), (e) (4) (G), (H) aw 
(f), and (g) of 5 U.S.C. 562a: 

Organized Crime and Racketeering Sec- 
tion, Intelligence and Special Services Unit, 
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Information Request System of Records 
(JUST1CE/CRM-014). 

These exemptions apply to the extent 
that information in this system is sub- 
ject to exemption pursuant to 5 U.S.C. 
552a(j)(2). 

(f) The system of records listed under 
paragraph (e) of this section is exempt- 
ed for the reasons set forth, from the 
following provisions of 5 U.S.C. 552a: 

(1). (c)(3). The release of the disclosure ac- 
counting- for disclosures made pursuant to 
subsection (b> of the Act, including those 
permitted under the routine uses published 
for these systems of records, would permit 
the subject of an investigation of an actual 
or potential criminal violation to determine 
whether he is the subject of a criminal inves- 
tigation and would therefore present a seri- 
ous Impediment to law enforcement. The 
records in these systems contain the names 
of the subjects of the files in question and 
the system is accessible by name of the per- 
son checking out the file and by name of the 
subject of the file. In addition, disclosure of 
the accounting would amount to notice to 
the individual of the existence of a record; 
such notice requirement under subsection 
(f)(1) is specifically exempted for these sys- 
tems of records. 

(2). (c)(4). Since an exemption is being- 
claimed for subsection <d) of the Act (Access 
to Records) this section is inapplicable. 

(3). (d). Access to the records contained in 
these systems would inrorm the subject of an 
investigation of an actual or potential crimi- 
nal violation of the existence of that inves- 
tigation. This would present a serious im- 
pediment to effective law enforcement be- 
cause it could prevent the successful comple- 
tion of the investigation, endanger the phys- 
ical safety of witnesses or informants, and 
lead to the improper influencing of wit- 
nesses, the destruction of evidence, or the 
fabrication of testimony. 

(4). Exemption is claimed from subsections 
(e)(4) (G), (H) and (I) for the reasons stated in 
subsections (b)(7) and <b)(8) of this section. 

(5). (f). These systems may be accessed by 
the name of the person who is the subject of 
the file and who may also be the subject of 

a criminal investigation. Procedures for no- 
tice to an individual pursuant to subsection 
(f)(1) as to the existence of records pertain- 
ing to him, which may deal with an actual or 
potential criminal investigation or prosecu- 
tion, must be exempted because such notice 
to an individual would be detrimental to the 
successful conduct and/or completion of the 
investigation or prosecution pending or fu- 
ture. In addition mere notice of the fact of 
an investigation could inform the subject or 
others that their activities are under or may 
become the subject of an investigation and 
could enable the subjects to avoid detection 



or apprehension, to influence witnesses im- 
properly, to destroy evidence, or to fabricate 
testimony. 

Since an exemption is being claimed for sub- 
section (d) of the Act (Access to Records) the 
rules required pursuant to subsection (f) (2) 
through (5) are inapplicable. 

(6). !g). Since an exemption is being 
claimed for subsections (d) (Access to Rec- 
ords) and (f) (Agency Rules) of the Act this 
section is inapplicable and is exempted for 
the reasons set forth for those subsections. 

(g) The following: system of records is 
exempted pursuant to the provisions of 
5 U.S.C. 552a(j)(2) from subsections 
(c)(4). (d), (e)(4) (G), (H) and (I). (f) and 
(g) of 5 U.S.C. 552a. , 

File of Names Checked to Determine If 
Those Individuals Have Been the Subject of 
an Electronic Surveillance System of 
Records (JUSTICE.'CRM-003). 

These exemptions apply to the extent 
that information in this system is sub- 
ject to exemption pursuant to 5 U.S.C. 
552a(j)(2). 

(h) The system of records listed 
under paragraph (g) of this section is 
exempted, for the reasons set forth, 
from the following provisions of 5 
U.S.C. 552a: 

(1). (c)(4). Since an exemption is being 
claimed for subsection (d) of the Act (Access 
to Records) this section is inapplicable to 
the extent that this system of records is ex- 
empted from subsection (d). 

(2). (d). The records contained in this sys- 
tem of records generally consist of informa- 
tion filed with the court in response to the 
request and made available to the requestor. 
To the extent that these records have been 
so filed, no exemption is sought from the 
provisions of this subsection. Occasionally, 
the records contain pertinent logs of inter- 
cepted communications and other Investiga- 
tive reports not filed with the court. These 
records must be exempted because access to 
such records could inform the subject of an 
investigation of an actual or potential crimi- 
nal violation of the existence of that inves- 
tigation and of the nature of the information 
and evidence obtained by the government. 
This would present a serious impediment to 
effective law enforcement because it could 
prevent the successful completion of the in- 
vestigation, endanger the physical safety of 
witnesses or informants, and lead to the im- 
proper influencing of witnesses, the destruc- 
tion of evidence, or the fabrication of testi- 
mony. 

(3). Exemption is claimed from subsections 
(e)(4) (G>, (H) and (I) for the reasons stated in 
subsections (b)(7) and (b)(8) of this section. 
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(4). <f). The records contained in this sys- 
tem o[ records generally consist of informa- 
tion filed with the court and made available 
to the requestor. To the extent that these 
records have been so filed, no exemption is 
sought from the provisions of this sub- 
section. Occasionally, the records contain 
pertinent logs of intercepted communica- 
tions and other investigative reports not 
filed with the court. These records must be 
exempted from a requirement of notification 
as to their existence because such notice to 
an individual would be detrimental to the 
successful conduct and/or completion of a 
criminal investigation or prosecution pend- 
ing- or future. In addition, mere notice of the 
existence of such logs or investigative re- 
ports could inform the subject or others that 
their activities are under or may become the 
subject of an investigation and could enable 
the subjects to avoid detection or apprehen- 
sion, to influence witnesses improperly, to 
destroy evidence, or to fabricate testimony. 
Since an exemption is being claimed for sub- 
section (d) of the Act (Access to Records) the 
rules required pursuant to subsection (f) (2) 
through (5) are inapplicable to the extent 
that this system of records is exempted for 
subsection (d). 

(6). (g). Since an exemption is being 
claimed for subsections (d) (Access to Rec- 
ords) and (f) (Agency Rules) this section is 
inapplicable, and is exempted for the reasons 
set forth for those subsections, to the extent 
that this system of records is exempted from 
subsections (d) and (f). 

(i) The following: systems of records 
are exempted pursuant to the provi- 
sions of 5 U.S.C. 552a(j)(2) from sub- 
sections (c) (3) and (4), (d), (e) (1), (2), 
and (3), (e)(4) (G), (H), and (I), (e) (5) 
and (8), (f) and (g) of 5 U.S.C. 552a: 

(1) Information File on Individuals and 
Commercial Entities Known or Suspected of 
Being Involved in Fraudulent Activities Sys- 
tem of Records (JUSTICE/CRM-006). 

(2) The Stocks and Bonds Intelligence Con- 
trol Card File System of Records < JUSTICE/ 
CRM-021). 

(3) Tax Disclosure Index File and Associ- 
ated Records (JUSTICEVCRM-OSS). 

These exemptions apply only to the ex- 
tent that information in these systems 
is subject to exemption pursuant to 5 
U.S.C. 552a(j)(2). 

(j) The systems of records listed in 
paragraphs (i)(l), (i)(2), and (i)(3) of this 
section are exempted, for the reasons 
set forth, from the following provisions 
of 5 U.S.C. 552a: 

(l)(c)(3) The release of the disclosure ac- 
counting for disclosures made pursuant to 



subsection (b) of the act, including those pt. 
mitted under the routine uses published for 
these systems of records, would permit the 
subject of an "investigation of an actual or 
potential criminal violation to determine 
whether he is the subject of a criminal inves- 
tigation, to obtain valuable information con- 
cerning the nature of that investigation, and 
the information obtained, or the identity of 
witnesses and informants, and would there- 
fore present a serious impediment to law en- 
forcement. In addition, disclosure of the ac- 
counting would amount to notice to the indi- 
vidual of the existence of a record; such no- 
tice requirement under subsection (f)(1) is 
specifically exempted for this system of 
records. 

(2)(c)(4) Since an exemption is being 
claimed for subsection (d) of the act (access 
to records), this section is inapplicable to 
the extent that these systems of records are 
exempted from subsection (d). 

(3)(d) Access to the records contained in 
these systems would inform the subject of an 
investigation of an actual or potential crimi- 
nal violation of the existence of that inves- 
tigation, of the nature and scope of the infor- 
mation and evidence obtained as to his ac- 
tivities, of the Identity of witnesses and in- 
formants, or would provide information that 

could enable the subject to avoid detect' 
or apprehension. These factors would pre 
a serious impediment to effective law 
forcement because they could prevent the 
successful completion of the investigation, 
endanger the physical safety of witnesses or 
informants, and lead to the improper influ- 
encing of witnesses, the destruction of evi- 
dence, or the fabrication of testimony. 

(4) Exemption is claimed from subsections 
(e) (1), <2), and (3), (e)(4) (G), (H), and (I), 
(e)(5) and (e)(8) for the reasons stated in sub- 
sections (b)(4), (b)(5), (b)(6), (b)(7), (b)(8). 
(b)(9), and (b)(10) of this section. 

(5)(f) Procedures for notice to an individual 
pursuant to subsection (f)(1) as to the exist- 
ence of records pertaining to him dealing 
with an actual or potential criminal inves- 
tigation or prosecution must be exempted 
because such notice to an individual would 
be detrimental to the successful conduct and/ 
or completion of an investigation or prosecu- 
tion pending or future. In addition, mere no- 
tice of the fact of an Investigation could in- 
form the subject or others that their activi- 
ties are under or may become the subject oi 
an investigation and could enable the sub- 
jects to avoid detection or apprehension, to 
Influence witnesses improperly, to destroy 
evidence, or to fabricate testimony. Since an 
exemption is being claimed for subsection (d! 
of the act (access to records), the rules re- 
quired pursuant to subsection (f) (2) thr 
(5) are inapplicable to these systen 
records. 

(6Kg) Since an exemption is being claimec 
for subsections (d) (access to records) and (f 
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(Agency rules), this section is inapplicable 
and is exempted for the reasons set forth for 
those subsections. 

(k) The following system of records is 
exempted pursuant to the provisions of 
5 U.S.C. 552a(j)(2) from subsections (c) 
(3) and (4), (d). (e) (1), (2) and (3), (e)(4) 
(G), (H) and (I), (e) (5) and (8), (f) and 
(g) of 5 U.S.C. 552a; in addition, the fol- 
lowing systems of records are exempted 
pursuant to the provisions of 5 U.S.C. 
552a(k)(l) from subsections (c) (3), (d), 
(e)(1), (e)(4) (G), (H) and (I) and (f) of 5 
U.S.C. 552a: 

Organized Crime and Racketeering Sec- 
tion, Criminal Division, General Index File 
and Associated Records System of Records 
( JU STTCE/CRM-01 2) . 

These exemptions apply to the extent 
that information in this system is sub- 
ject to exemption pursuant to 5 U.S.C. 
552a(j)(2) and (k)(l). 

(1) The system of records listed under 
paragraph (m) ! of this section is ex- 
empted, for the reasons set forth, from 
the following provisions of 5 U.S.C. 
552a: 

(l). Exemption is claimed from subsections 
(c) (3) and (4) and (d) for the reasons stated 
in subsections (j)(l). <j)(2) and (j)(3) of this 
section. 

(2). (e)<l). The notice for this system of 
records published in the Federal Register 
sets forth the basic statutory or related au- 
thority for maintenance of this system. How- 
ever, in the course of criminal investiga- 
tions, cases, and matters, the Organized 
Crime and Racketeering: Section will occa- 
sionally obtain information concerning ac- 
tual or potential violations of law that are 
not strictly within its statutory or other au- 
thority, or may compile information in the 
course of an investigation which may not be 
relevant to a specific prosecution. In the In- 
terests of effective law enforcement, it is 
necessary to retain such information in this 
system of records since it can aid in estab- 
lishing patterns of criminal activity and can 
provide valuable leads for federal and other 
law enforcement agencies. 

(3). Exemption is claimed from subsections 
(e) (2) and (3), (e)(4) <G>, <H) and a), (e) <$) 
and (8), (f) and (g) for the reasons stated in 
subsections (b)(5), (b)(6), (b)(7), (bK8), (b)(9), 
(b)[10), (b)(ll) and (b)(12) of this section. 

(4). In addition, exemption is claimed for 
this system of records from compliance with 
the following provisions of the Privacy Act 
of 1974 (5 U.S.C. 552a) pursuant to the provi- 



1 Paragraph (m) was redesignated as para- 
graph (k) at 44 FR 54046. Sept, 18, 1979. 



sions of 5 U.S.C. 652a(k)(I>: Subsections (c)(3), 
id), (e)(1). (e)(4) (G), (H> and (I) and if) to the 
extent that the records contained in this sys- 
tem are specifically authorized to be kept se- 
cret in the interests of national defense and 
foreign policy. 

(m) The following system of records 
is exempted pursuant to the provisions 
of 5 U.S.C. 552a(j)(2) from subsections 
(O (3) and (4), (d), (e) (2) and (3), (e) (4) 
(G), (H) and (I), (e) (8), (f) and (g) of 5 
U.S.C. 552a: 

Requests to the Attorney General For Ap- 
proval of Applications to Federal Judges For 
Electronic Interceptions System of Records 
(JUSTICE/CRM-019). 

These exemptions apply only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a(j)(2). 

(n) The system of records listed in 
paragraph (m) of this section is ex- 
empted for the reasons set forth, from 
the following provisions of 5 U.S.C. 
552a; 

(1). (c)(3). The release of the disclosure ac- 
counting for disclosures made pursuant to 
subsection (b) of the Act, including those 
permitted under the routine uses published 
for these systems of records, would permit 
the subject of an electronic interception to 
obtain valuable information concerning the 
interception, including information as to 
whether he is the subject of a criminal inves- 
tigation, by means other than those provided 
for by statute. Such information could inter- 
fere with the successful conduct and/or com- 
pletion of a criminal investigation, and 
would therefore present a serious impedi- 
ment to law enforcement. In addition, disclo- 
sure of the accounting would amount to no- 
tice to the individual of the existence of a 
record; such notice reauirement under sub- 
section (f)(1) is specifically exempted for 
these systems of records. 

(2), (c)(4). Since an exemption is being 
claimed for subsection (d) of the Act (Access 
to Records) this section is inapplicable. 

(3). <d). Access to the records contained in 
these systems would inform the subject of an 
electronic interception of the existence of 
such surveillance including information as 
to whether he is the subject of a criminal in- 
vestigation by means other than those pro- 
vided for by statute. This could interfere 
with the successful conduct and/or comple- 
tion of a criminal investigation and there- 
fore present a serious impediment to law en- 
forcement. 

(4). (e)(2). In the context of an electronic 
interception, the requirement that informa- 
tion be collected to the greatest extent prac- 
ticable from the subject individual would 
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present a serious impediment to law enforce- 
ment because the subject of the investiga- 
tion or prosecution would be placed on no- 
tice as to the existence of the investigation 
and this would therefore destroy the efficacy 
of the interception. 

(5). (e)(3). The requirsmect that individuals 
supplying information be provided with a 
form stating- the requirements of subsection 
(e)(3) would constitute a serious impediment 
to law enforcement in that it could com- 
promise the existence of a confidential elec- 
tronic interception or reveal the identity of 
witnesses or confidential informants. 

(6). (e)(4) (G) and (H). Since an exemption 
is being- claimed for subsections (0 (Agency 
Rules) and (d) (Access to Records) of the Act 
these subsections are inapplicable. 

(7). Exemption is claimed from subsections 
(e)(4)(I) and (e)(8) for the reasons stated in 
subsections (b)(8) and (b)(10) of this section. 

(8). (f). Procedures for notice to an individ- 
ual pursuant to subsection (0(1) as to the ex- 
istence of records pertaining to him dealing: 
with an electronic interception other than 
pursuant to statute must be exempted be- 
cause such notice to an individual would be 
detrimental to the successful conduct and/or 
completion of an investigation rs end'n a * ^^ fu- 
ture. In addition, mere notice of the fact of 
an electronic interception could inform the 
subject or others that their activities are 
under or may become the subject of an inves- 
tigation and could enable the subjects to 
avoid detection or apprehension, to influence 
witnesses improperly, to destroy evidence, or 
to fabricate testimony. 

Since an exemption is being- claimed for sub- 
section (d) of the Act (Access to Records) the 
rules required pursuant to subsection (0(2) 
through (5) are inapplicable to these systems 
of records to the extent that these systems 
of records are exempted from subsection (d). 
(9). (g). Since an exemption is being 
claimed for subsection (d) (Access to Rec- 
ords) and (f) (Agency Rules) this section is 
inapplicable, and is exempted for the reasons 
set forth for those subsections, to the extent 
that these systems of records are exempted 
from subsection (d) and (f). 

(o) The following system of records is 
exempted pursuant to the provisions of 
5 U.S.C. 552a(j)(2) from subsections (c) 
(3) and (4), (d), (e) (2) and (3), (e) (4) (G), 
(H), and (I), (e)(8), (f) and (g) of 5 U.S.C. 
552a; in addition the following system 
of records is exempted pursuant to the 
provisions of 5 U.S.C. 552a(k)(l) and 
(k)(2) from subsections (c)(3), (d), (e)(4) 
(G), (H) and (I), and (0 of 5 U.S.C. 552a; 

Witness Immunity Records System of 
Records (JUSTICE/CRM-022). 



These exemptions apply only to the e. 
tent that information in this system is 
subject to jcxemption pursuant to 5 
U.S.C. 552a (j)(2) and (k)(l) and (k)(2). 

(p) The system of records listed under 
paragraph <q) 2 of this section is ex- 
empted, for the reasons set forth, from 
the following provisions of 5 U.S.C. 
552a: 

(1). (c)(3). Release of the accounting of dis- 
closures made pursuant to subsection (b) of 
the Act, including those permitted under the 
routine uses published for this system of 
records, (a) as to a witness for whom immu- 
nity has been proposed, would inform the in- 
dividual of the existence of the proposed im- 
munity prematurely, thus creating a serious 
impediment to effective law enforcement in 
that the witness could flee, destroy evidence, 
or fabricate testimony; and (b) as to a wit- 
ness to whom immunity has been granted, or 
for whom it has been denied, would reveal 
the nature and scope of the activities, if any, 
of the witness known to the government, 
which would also create a serious impedi- 
ment to effective law enforcement. 

(2). (c)(4). Since an exemption is being 
claimed for subsection (d) of the Act (Access 
to Records) this section is inapplicable *■" 
the extent that this system of records i.< 
empted from subsection (d). 

(3). (d). Access to the records contained m 
this system (a) as to a witness for whom im- 
munity has been proposed, would inform the 
individual of the existence of the proposed 
immunity prematurely, thus presenting a se- 
rious impediment to effective law enforce- 
ment in that the witness could flee, destroy 
evidence, or fabricate testimony; and (b) as 
to a witness to whom immunity has been 
granted, or for whom it has been denied, 
would reveal the nature and scope of the ac- 
tivities, if any, of the witness known to the 
government, which would also create a seri- 
ous impediment to effective law enforce- 
ment. 

(4). (e)(2). In a witness immunity request 
matter, the requirement that information be 
collected to the greatest extent practicable 
from the subject individual would present a 
serious impediment to law enforcement be 
cause the subject of the immunity request 
and often the subject of the underlying in 
vestigation or prosecution would be placec 
on notice as to the existence of the inves 
tigation and would therefore be able to avoic 
detection or apprehension, to influence wit 
nesses improperly, to destroy evidence, or tc 
fabricate testimony. 

(5). Exemption is claimed from subsection 
(e)(3). (e)(4)(G), (H) and (I), and (e)(8) fc 



2 Paragraph (q) was redesignated as para 
graph (o) at 44 FR 54046. Sept. 18. 1970. 
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reasons stated in subsections (b)(6), (b)(7), 
(b)(8) and (b)(10) of this section. 

(6). (0. Procedures for notice to an individ- 
ual pursuant to subsection (f)(1) as to the ex- 
istence of records pertaining: to him (a) as to 
a witness for whom immunity has been pro- 
posed, would inform the individual of the ex- 
istence of the proposed immunity pre- 
maturely, thus presenting a serious impedi- 
ment to effective law enforcement in that 
the witness could flee, destroy evidence, or 
fabricate testimony; and (b) as to a witness 
to whom immunity has been granted, or for 
whom it has been denied, would reveal the 
nature and scope of the activity, if any, of 
the witness known to the government, which 
would also create a serious impediment to 
effective law enforcement. 

Since an exemption is being claimed for sub- 
section (d) of the Act (Access to Records) the 
rules required pursuant to subsection (f)(2) 
through (5) are inapplicable to this system of 
records to the extent that this system of 
records is exempted from subsection id). 

(7). (g). Since an exemption is being 
claimed for subsections (d) (Access to Rec- 
ords) and (f) (Agency Rules) this section is 
inapplicable, and is exempted for the reasons 
set forth for those subsections, to the extent 
that this system of records is exempted for 
subsections (d) and (f). 

(8). In addition, exemption is claimed for 
this system of records from compliance with 
the following- provisions of the Privacy Act 
of 1974 (5 U.S.C. 552a) pursuant to the provi- 
sions of 5 U.S.C. 552a(k)(l): subsections (c)(3), 
(d), (e)(1), (e)(4) (G), <H) and (I) and (f) to the 
extent that the records contained in this sys- 
tem are specifically authorized to be kept se- 
cret in the Interests of national defense and 
foreign policy. 

(q) The following system of records is 
exempt from 5 U.S.C. 552a(c) (3) and (4), 
(d), (e) (1), (2) and (3), (e)(4) (G), (H) and 
(I), (e) (5) and (8), (f), and (gr): 

(1) Freedom of Information/Privacy Act 
Records (JU STICK' CRM-024) 

These exemptions apply to the extent 
that information in this system is sub- 
ject to exemption pursuant to 5 U.S.C. 
552a(j)(2), (k)(l)and(k)(2). 

(r) Because this system contains De- 
partment of Justice civil and criminal 
law enforcement, investigatory 
records, it is exempted for the reasons 
set forth from the following provisions 
of 5 U.S.C. 552a: 

(l)(c)(3). The release of the disclosure ac- 
counting would present a serious impedi- 
ment to law enforcement by permitting the 
subject of an investigation of an actual or 
potential criminal, civil, or regulatory viola- 
tion to determine whether he is the subject 



of investigation, or to obtain valuable infor- 
mation concerning the. nature, of that inves- 
tigation and the information obtained, or to 
identify witnesses and informants. 

(2)(c)(4i. Since an exemption is being 
claimed for subsection <d) of the Act (Access 
to Records), this subsection is inapplicable 
to the extent that this system of records is 
exempted from subsection (d). 

(3)(d). Access to records contained in this 
system would enable the subject of an inves- 
tigation of an actual or potential criminal or 
civil case or regulatory violation to deter- 
mine whether he or she is the subject of in- 
vestigation, to obtain valuable information 
concerning: the nature and scope of the inves- 
tigation, and information or evidence ob- 
tained as to his/her activities, to identify 
witnesses and informants, or to avoid detec- 
tion or apprehension. Such results could pre- 
vent the successful completion of the inves- 
tigation, endanger the physical safety of wit- 
nesses or informants, lead to the improper 
influencing of witnesses, the destruction of 
evidence, or the fabrication of testimony, 
and thereby present a serious impediment to 
effective law enforcement. Amendment of 
the records would interfere with ongoing 
criminal law enforcement proceedings and 
impose an impossible administrative burden 
by requiring criminal Investigations to be 
continuously reinvestigated. 

(4)(e)(l). In the course of criminal or other 
law enforcement investigations, cases, and 
matters, the Criminal Division will occasion- 
ally obtain information concerning actual or 
potential violations of law that are not 
strictly within its statutory or other author- 
ity, or it may compile information in the 
course of an investigation which may not be 
relevant to a specific prosecution. In the in- 
terests of effective liw enforcement, it is 
necessary to retain such information since it 
can aid in establishing patterns of criminal 
activity and can provide valuable leads for 
Federal and other law enforcement agencies, 

(5)(e)(2). To collect information to the 
greatest extent practicable from the subject 
individual of a criminal investigation or 
prosecution would present a serious impedi- 
ment to law enforcement. The nature of 
criminal and other investigative activities is 
such that vital information about an individ- 
ual can only be obtained from other persons 
who are familiar with such individual and 
his/her activities. In such investigations it is 
not feasible to rely upon information fur- 
nished by the individual concerning his own 
activities. 

(6) (e)(3). To provide individuals supplying 
information with a form stating the require- 
ments of subsection (e)(3) would constitute a 
serious impediment to law enforcement in 
that it could compromise the existence of a 
confidential investigation or reveal the iden- 
tity of witnesses or confidential informants. 
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<7)(eX4) (G) and (H). These subsections are 
inapplicable to the extent that this system is 
exempt from the access provisions of sub- 
section (d) and the rules provisions of sub- 
section (0. 

(8)(e)(4)(I). The categories of sources of the 
records in this system have been published in 
the Federal Register in broad generic 
terms in the belief that this is all that sub- 
section (e)<4)(I) of the Act requires. In the 
event, however, that this subsection should 
be interpreted to require more detail as to 
the identity of sources of the records in this 
system, exemption from this provision is 
necessary to protect the confidentiality of 
the sources of criminal and other law en- 
forcement information. Such exemption is 
further necessary to protect the privacy and 
physical safety of witnesses and informants. 

(9) (e)(5). In the collection of information 
for criminal law enforcement purposes it is 
impossible to determine in advance what in- 
formation is accurate, relevant, timely, and 
complete. With the passage of time, seem- 
ingly irrelevant or untimely information 
may acquire new significance as further in- 
vestigation brings new details to light and 
the accuracy of such information can often 
only be determined in a court of law. The re- 
strictions of subsection (e)(5) would inhibit 
the ability of trained investigators, intel- 
ligence analysts, and government attorneys 
in exercising their judgment in reporting on 
information and investigations and impede 
the development of criminal or other intel- 
ligence necessary for effective law enforce- 
ment. 

(10)(e)(8). The individual notice require- 
ments of subsection (e)(8) could present a se- 
rious impediment to law enforcement as this 
could interfere with the ability to issue war- 
rants or subpoenas and could reveal inves- 
tigative techniques, procedures, or evidence. 

(ll)(f). This subsection is inapplicable to 
the extent that this system is exempt from 
the access provisions of subsection (d). 

(12)(g). Because some of the records in this 
system contain information which was com- 
piled for law enforcement purposes and have 
been exempted from the access provisions of 
subsection (d), subsection (g) is inapplicable. 

(s) The following system of records is 
exempted from 5 U.S.C. 552a(d). 

Office of Special Investigations Displaced 
Persons Listings (JUSTICE/CRM-027). 

This exemption applies to the extent 
that the records in this system are sub- 
ject to exemption pursuant to 5 U.S.C. 
552a(k)(2). 

(t) Exemption from subsection (d) is 
justified for the following reasons: 

(1) Access to records contained in 
this system could inform the subject of 
the identity of witnesses or inform- 



ants. The release of such informatii, 
could present a serious impediment to 
effective law enforcement by endanger- 
ing' the physical safety of witnesses or 
informants; by leading to the improper 
influencing of witnesses, the destruc- 
tion of evidence, or the fabrication of 
testimony; or by otherwise preventing 
the successful completion of an inves- 
tigation. 

[Order No. 645-76, 41 FR 12640, Mar. 26, 1976, 
as amended by Order No. 659-76, 41 FR 32423, 
Aug. 3, 1976; Order No. 11-78. 43 FR 38386, 
Aug. 28, 1978; Order No. 30-79, 44 FR 54046, 
Sept. 18, 1979; Order Nos. 6-86. 7-86. 51 FR 
15475, 15477, Apr. 24, 1986] 

S 16.92 Exemption of Land and Natural 
Resources Division System— limited 
access, as indicated. 

(a) The following system of records is 
exempt from 5 U.S.C. 552a(c)(3) and (d): 

(1) Docket Card System (JUSTICFVLDN- 
003). 

These exemptions apply only to the ex- 
tent that information in this system '« 
subject to exemption pursuant t' 

U.S.C. 552a(k)(2). 

(b) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because 
that portion of the Docket Card Sys- 
tem relating to enforcement of crimi- 
nal provisions of the Refuse Act of 1899 
(33 U.S.C. 407), section 10 of the River 
and Harbor Act of 1899 (33 U.S.C. 403), 
section 5 of the Outer Continental 
Shelf Act (43 U.S.C. 1151 et seq.), the 
Clean Air Act (42 U.S.C. 1857 et seq.) 
and the Noise Control Act of 1972 (42 
U.S.C. 4901), is being exempted from ac- 
cess and contest; the provisions for dis- 
closure of accounting is not applicable. 

(2) From subsection (d) because of the 
need to safeguard the identity of con- 
fidential informants and to facilitate 
the enforcement of the criminal provi- 
sions of the above statutes. 

(c) The following system of records is 
exempt from 5 U.S.C. 552a (c)(3) and (d): 

(1) Freedom of Information/Privacy Act 
Records System. (Justiee/LDN-OOS). 

These exemptions apply only to the 
tent that information in this systet. 
subject to exemption pursuant to 5 
U.S.C. 552a(k)(2). 
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(d) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) Prom subsection (c) (3) because 
that portion of the Freedom of Infor- 
mation/Privacy Act Records System 
that consists of investigatory mate- 
rials compiled for law enforcement pur- 
poses is being exempted from access 
and contest; the provision for disclo- 
sure of accounting is not applicable. 

(2) From subsection (d) because of the 
need to safeguard the identity of con- 
fidential informants and avoid inter- 
ference with ongoing investigations or 
law enforcement activities by prevent- 
ing premature disclosure of informa- 
tion relating to those efforts. 

[Order No. 688-77, 42 FR 10000. Feb. 18, 1977] 

S 16.93 Exemption of Tax Division Sys- 
tems — limited access. 

(a) The following systems of records 
are exempted pursuant to the provi- 
sions of 5 U.S.C. 552a (j)(2) from sub- 
sections (c)(3). (c)(4), (d)(1), (d)(2), 
(d)(3), (d)(4), (e)(1). (e)(2), (e)(3), 
(e)(4)(G), (e)(4)(H), (e)(4)(I), (e)(5), (e)(8), 
(f) and (g)of5 U.S.C. 552a: 

(1) Tax Division Central Classification 
Cards, Index Docket Cards, and Associated 
Records— Criminal Tax Cases (JUSTICE' 
TAX-O0U— Limited Access. 

(2) Tax Division Special Projects Files 
(JUSTICETAX-005)— Limited Access. 

These exemptions apply to the extent 
that information in these systems is 
subject to exemption pursuant to 5 
U.S.C. 552a(j)(2). 

(b) The systems of records listed 
under paragraphs (a)(1) and (a)(2) of 
this section are exempted for the rea- 
sons set forth below, from the follow- 
ing provisions of 5 U.S.C. 552a: 

(l)(c)(3). The release of the disclosure ac- 
counting, for disclosures made pursuant to 
subsection (b) of the Act, including those 
permitted under the routine uses published 
for those systems of records, would enable 
the subject of an investigation of an actual, 
or potential criminal tax case to determine 
whether he or she is the subject of investiga- 
tion, to obtain valuable information con- 
cerning the nature of that investigation and 
the information obtained, and to determine 
the identity of witnesses or informants. Such 
access to investigative information would, 
accordingly, present a serious impediment to 
law enforcement. In addition, disclosure of 
the accounting would constitute notice to 



the individual of the existence of a record 
even though such notice requirement under 
subsection (f)(1) is specifically exempted for 
these systems of records. 

(21(c)(4). Since an exemption is being 
claimed for subsection (d> of the Act (Access 
to Records) this subsection is inapplicable to 
the extent that these systems of records are 
exempted from subsection (d). 

(3) (d)(1); (d)(2); (d)(3); (d)(4). Access to the 
records contained in these systems would in- 
form the subject of an actual or potential 
criminal tax investigation of the existence of 
that investigation, of the nature and scope of 
the information and evidence obtained as to 
his or her activities, and of the identity of 
witnesses or informants. Such access would, 
accordingly, provide information that could 
enable the subject to avoid detection, appre- 
hension and prosecution. This result, there- 
fore, would constitute a serious impediment 
to effective law enforcement not only be- 
cause it would prevent the successful com- 
pletion of the investigation but also because 
it could endanger the physical safety of wit- 
nesses or informants, lead to the improper 
influencing of witnesses, the destruction of 
evidence, or the fabrication of testimony. 

(4)(e)(l). The notices for these systems of 
records published in the Federal Register. 
set forth the basic .statutory or related au- 
thority for maintenance of these systems. 
However, in the course of criminal tax and 
related law enforcement investigations, 
cases, and matters, the Tax Division will oc- 
casionally obtain information concerning ac- 
tual or potential violations of law that may 
not be technically within Its statutory or 
other authority or may compile information 
in the course of an investigation which may 
not be relevant to a specific prosecution. In 
the interests of effective law enforcement, it 
is necessary to retain some or all of such in- 
formation in these systems of records since 
it can aid in establishing- patterns of crimi- 
nal activity and can provide valuable leads 
for Federal and other law enforcement agen- 
cies. 

(5)(e)(2). In a criminal tax investigation or 
prosecution, the requirement that informa- 
tion be collected to the greatest extent prac- 
ticable from the subject individual would 
present a serious impediment to law enforce- 
ment because the subject of the investiga- 
tion or prosecution would be placed on no- 
tice as to the existence of the investigation 
and would therefore be able to avoid detec- 
tion or apprehension, influence witnesses im- 
properly, destroy evidence, or fabricate tes- 
timony. 

(6)(e)(3). The requirement that individuals 
supplying information be provided with a 
form stating the requirements of subsection 
(e)(3) would constitute a serious impediment 
to law enforcement in that it could com- 
promise the existence of a confidential inves- 
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tigation or reveal the identity of witnesses 
or confidential informants. 

(7)(e)(4) (G) and (H). Since an exemption is 
being claimed for subsections (0 (Agency 
Rules) and (d) (Access to Records) of the Act 
these subsections are inapplicable to the ex- 
tent that these systems of records are ex- 
empted from subsection (0 and (d). 

(8)(e)(4)(I). The categories of sources of the 
records in the systems have been published 
in the Federal Register in broad generic 
terms in the belief that this is all that sub- 
section (e)(4)(I) of the. Act requires. In the 
event, however, that this subsection should 
be interpreted to require more detail as to 
the identity of sources of the records in 
these systems, exemption from this provi- 
sion is necessary in order to protect the con- 
fidentiality of the sources of criminal tax 
and related law enforcement information. 
Such exemption is further necessary to pro- 
tect the privacy and physical safety of wit- 
nesses and informants. 

(9)(e)(5). In the collection of information 
for criminal tax enforcement purposes it is 
impossible to determine in advance what in- 
formation is accurate, relevant, timely, and 
complete. With the passage of time, seem- 
ingly irrelevant or untimely information 
may acquire new significance as further in- 
vestigation brings new details to light. Fur- 
thermore, the accuracy of such information 
can often only be determined in a court of 
law. The restrictions of subsection (e)(5) 
would restrict the ability of government at- 
torneys in exercising- their judgment in re- 
porting on information and investigations 
and impede the development of criminal tax 
information and related data necessary for 
effective law enforcement. 

(10)(eX8). The individual notice require- 
ments of subsection (e)(8) could present a se- 
rious impediment to law enforcement as this 
could interfere with the ability to Issue war- 
rants or subpoenas and could reveal inves- 
tigative techniques, procedures, or evidence. 

(31)(f). Procedures for notice to an individ- 
ual pursuant to subsection (f)(1) as to the ex- 
istence of records pertaining to him dealing 
with an actual or potential criminal tax, 
civi! tax, or regulatory investigation or pros- 
ecution must be exempted because such no- 
tice to an individual would be detrimental to 
the successful conduct and/or completion or 
an investigation or prosecution pending or 
future. In addition, mere notice of the fact of 
an investigation could Inform the subject or 
others that their activities are under or may 
become the subject of an investigation and 
could enable the subjects to avoid detection 
or apprehension, to influence witnesses im- 
properly, to destroy evidence, or to fabricate 
testimony. 

Since an exemption is being claimed for 
subsection (d) of the Act (Access to Records) 
the rules required pursuant to subsection (f) 
(2) through (5) are inapplicable to these sys- 



tems of records to the extent that these sy. 
terns of records are exempted from sub- 
section (d). 

(12)(g). Since an exemption is being 
claimed for subsections (d) (Access to Rec- 
ords) and (f) (Agency Rules) this section is 
inapplicable, and Is exempted for the reasons 
set forth for those subsections, to the extent 
that these systems of records are exempted 
from subsections (d) and (f), 

(c) The following system of records is 
exempted pursuant to the provisions of 
5 U.S.C. 552a(k)(2) from subsections 
(c)(3), (d)(1), (d)(2), (d)(3), (d)(4), (e)(1), 
(e)(4)(G, (e)(4)(H, (e)(4)(I) and (f) of 5 
U.S.C. 552a: 

(1) Tax Division Central Classification 
Cards, Index Docket Cards, and Associated 
Records— Civil Tax Cases (JUSTICE/TAX- 
002) — Limited Access. 

These exemptions apply to the extent 
that information in this system is sub- 
ject to exemption pursuant to 5 U.S.C. 
552a(k)(2). 

(d) The system of records listed under 
paragraph (c)(1) is exempted for the 
reasons set forth below, from the fol- 
lowing provisions of 5 U.S.C. 552a: 

(l)(c)(3). The release of the disclosure 
counting, for disclosures made pursuant u-> 
subsection (b) of the Act, including those 
permitted under the routine uses published 
for this system of records, would enable the 
subject of an investigation of an actual or 
potential civil tax case to determine whether 
he or she is the subject of investigation, to 
obtain valuable information concerning the 
nature of that investigation and the infor- 
mation obtained, and to determine the iden- 
tity of witnesses or informants. Such access 
to investigative information would, accord- 
ingly, present a serious impediment to law 
enforcement. In addition, disclosure of the 
accounting would constitute notice to the 
individual of the existence of a record even 
though such notice requirement under sub- 
section (f)(1) is specifically exempted for this 
system of records. 

(2) (d)(1); (d)(2); (d)(3); (d)(4). Access to the 
records contained in this system would in- 
form the subject of an actual or potential 
civil tax investigation of the existence of 
that investigation, of the nature and scope of 
the information and evidence obtained as to 
his or her activities and of the identity of 
witnesses or informants. Such access would, 
accordingly, provide information that could 
enable the subject to avoid detection. This 
result, therefore, would constitute a ser' 
impediment to effective law enforcemen 
only because it would prevent the succor, 
completion of the investigation but also be- 
cause it could endanger the physical safety 
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of witnesses or informants, lead to the im- 
proper influencing of witnesses, the destruc- 
tion of evidence, or the fabrication of testi- 
mony. 

(3)(e)(l). The notices for this system of rec- 
ords published in the federal Register set 
forth the basic statutory or related author- 
ity for maintenance of this system. However, 
in the course of civil tax and related law en- 
forcement investigations, cases and matters, 
the Tax Division will occasionally obtain in- 
formation concerning actual or potential 
violations of law that are not strictly or 
technically within Its statutory or other au- 
thority or may compile information in the 
course of an investigation which may not be 
relevant to a specific case. In the interests of 
effective law enforcement, it is necessary to 
retain some or all of such information in this 
system of records since it can aid in estab- 
lishing patterns of tax compliance and can 
provide valuable leads for Federal and other 
law enforcement agencies. 

t4)(e)(4) (G) and (H). Since an exemption is 
being claimed for subsections (f) (Agency 
Rules) and (d) (Access to Records) of the Act 
these subsections are inapplicable to the ex- 
tent that this system of records is exempted 
from subsection (0 and (d). 

(5Xe)(4)(I). The categories of sources of the 
records in this system have been published in 
the Federal Register in broad generic 
terms in the belief that this is all that sub- 
section (eK4)U) of the Act requires. In the 
event, however, that this subsection should 
be interpreted to require more detail as to 
the identity of sources of the records in this 
system, exemption from this provision is 
necessary in order to protect the confiden- 
tiality of the sources of civil tax and related 
law enforcement information. Such exemp- 
tion is further necessary to protect the pri- 
vacy and physical safety of witnesses and in- 
formants. 

(6}(f). Procedures for notice to an individ- 
ual pursuant to subsection (f)(1) as to exist- 
ence of records pertaining to the individual 
dealing with an actual or potential criminal 
tax, civil tax, or regulatory investigation or 
prosecution must be exempted because such 
notice to an individual would be detrimental 
to the successful conduct and/or completion 
of an investigation or case, pending or fu- 
ture. In addition, mere notice of the fact of 
an investigation could inform the subject or 
others that their activities are under or may 
become the subject of an investigation and 
could enable the subjects to avoid detection, 
to influence witnesses improperly, to destroy 
evidence, or to fabricate testimony. 

Since an exemption is being- claimed 
for subsection (d) of the Act (Access to 
Records) the rules required pursuant to 
subsection (f) (2) through (5) are inap- 
plicable to this system of records to 



the extent that this system of records 
is exempted from subsection (d). 

(e) The following system of records is 
exempt from 5 U.S.C. 552a (c)(3). (c)(4), 
(d), (e)(1), (e)(2), (e)(3). (e)(4), (G), 
(e)(4)(H), (e)(4)(I), (e) (5) and (8), (f), and 
(B). 

(1) Freedom of Information— Privacy Act 
Request Files ( JVJST1CE/TAX-O04) 

These exemptions apply to the extent 
that information iii this system is sub- 
ject to exemption pursuant to 5 U.S.C. 
552a(j)(2)and(k)(2). 

(f) Because this system contains De- 
partment of Justice civil and criminal 
law enforcement, investigatory 
records, it is exempted for the reasons 
set forth from the following provisions 
of 5 U.S.C. 552a: 

OHeM3). The release of the disclosure ac- 
counting would present a serious impedi- 
ment to law enforcement by permitting the 
subject of a investigation of an actual or po- 
tential criminal, civil, or regulatory viola- 
tion to determine whether he is the subject 
of investigation, or to obtain valuable infor- 
mation concerning the nature of that inves- 
tigation and the information obtained, or to 
identify witnesses and informants. 

<2)(c.l(4). Since an exemption is being 
claimed for subsection (d) of the Act (Access 
to Records), this subsection is inapplicable 
'to the extent that this system of records is 
exempted from subsection (d). 

(3)(d). Access to records contained in this 
system would inform the subject of an actual 
or potential criminal tax investigation of 
the existence of that investigation, of the 
nature and scope of the investigation, of the 
information and evidence obtained as to his 
or her activities, and of the identity of wit- 
nesses or informants. Such access would, ac- 
cordingly, provide information that- could 
enable the subject to avoid detection, appre- 
hension, and prosecution. This result, there- 
fore, would constitute a serious impediment 
to effective law enforcement not only be- 
cause it would prevent the successful com- 
pletion of the investigation but also because 
it could endanger the physical safety of wit- 
nesses or informants, lead to the improper 
influencing of witnesses, the destruction of 
evidence, of the fabrication of testimony. 
Amendment of the records would interfere 
with ongoing criminal law enforcement pro- 
ceedings and imposes an impossible adminis- 
trative burden by requiring criminal inves- 
tigations to be continuously reinvestigated. 

(4)(e)(l). In the course of criminal tax and 
related law enforcement investigations, 
cases, and matters, the Tax Division will oc- 
casionally obtain information concerning ac- 
tual or potential violations of law that may 
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not be technically within its statutory or 
other authority, or it may compile informa- 
tion in the course of an investigation which 
may not be relevant to a specific prosecu- 
tion. In the interests of effective law en- 
forcement, it is necessary to retain some or 
all of such information since it can aid in es- 
tablishing patterns of criminal activity and 
can provide valuable leads for Federal and 
other law enforcement agencies. 

(5Ke)(2). To collect information to the 
greatest extent practicable from the subject 
individual of a criminal investigation or 
prosecution would present a serious impedi- 
ment to law enforcement because the subject 
of the investigation or prosecution would be 
placed on notice as to the existence of the in- 
vestigation and would therefore be able to 
avoid detection or apprehension, improperly 
influence witnesses, destroy evidence, or fab- 
ricate testimony. 

(6)(e)<3). To provide individuals supplying 
information with a form which includes the 
information required by subsection (e)(3) 
would constitute a serious impediment to 
law enforcement, i.e., it could compromise 
the existence of a confidential investigation 
or reveal the identity of witnesses or con- 
fidential informants. 

(7)(e)(4) (G) and (H). These subsections are 
inapplicable to the extent that this system is 
exempt from the access provisions of sub- 
section (d) and the rules provisions of sub- 
section (f). 

(8}{e)(4)U), The categories of sources of the 
records in this system have been published in 
the Federal Register in broad generic 
terms in the belief that this is all that sub- 
section (e) (4) (I) of the Act requires. In the 
event, however, that this subsection should 
be interpreted to require more detail as to 
the identity of sources of the records in this 
system, exemption from this provision is 
necessary to protect the confidentiality of 
the sources of criminal tax and related law 
enforcement information. Such exemption is 
further necessary to protect the privacy and 
physical safety of witnesses and informants. 
(9Xe)(5). In the collection of information 
for criminal tax enforcement purposes it is 
impossible to determine in advance what in- 
formation is accurate, relevant, timely, and 
complete. With the passage of time, seem- 
ingly Irrelevant or untimely information 
may acquire new significance as further in- 
vestigation brings new details to light. Fur- 
thermore, the accuracy of such information 
can often only be determined in a court of 
law. The restrictions of subsection (e)(5) 
would inhibit the ability of government at- 
torneys in exercising their judgement in re- 
porting on information and investigations 
and impede the development of criminal tax 
information and related data necessary for 
effective law enforcement. 

(10)(e)(8). The individual .notice require- 
ments of subsection (e)(8) could present a se- 



rious impediment to law enforcement as this 
could interfere with the ability to issue war- 
rants or subpoenas and could reveal inves- 
tigative techniques', procedures, or evidence. 

(Il)(f). This subsection is inapplicable to 
the extent that this system is exempt from 
the access provisions of subsection (d). 

(12)(g). Because the records in this system 
are generally compiled for law enforcement 
purposes and are exempt from the access pro- 
visions of subsection (d), subsection (g) is in- 
applicable, 

[Order No. 742-77, 42 FR 40906, Aug. 12, 1977, 
as amended by Order No. 6-86, 51 FR 15478, 
Apr. 24, 1986] 

§16.96 Exemption of Federal Bureau 
of Investigation Systems — limited 
access. 

(a) The following system of records is 
exempt from 5 U.S.C. 552a(c)(3). (d), 
(e)(1), (2), and (3), (e)(4)(G) and (H), 
(e)(8), (f) and <g). 

(1) Central Records System (CRS) (JUS- 
TICE/FBI-002). 

These exemptions apply only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552(j) and (k). Where compliance 
would not appear to interfere with o. 
adversely affect the overall law en- 
forcement process, the applicable ex- 
emption may be waived by the FBI. 

(b) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because 
making available to a record subject 
the accounting of disclosures from 
records concerning him/her would re- 
veal investigative interest by not only 
the FBI, but also by the recipient agen- 
cy. This would permit the record sub- 
ject to take appropriate measures to 
impede the investigation, e.g., destroy 
evidence, intimidate potential wit- 
nesses or flee the area to avoid the 
thrust of the investigation. 

(2)(i) From subsections (d), (e)(4) (G) 
and (H), (f) and (g) because these provi- 
sions concern individual access to in- 
vestigative records, compliance with 
which could compromise sensitive in- 
formation classified in the interest of 
national security, interfere with the 
overall law enforcement process by re- 
vealing a pending sensitive investig- 
tion, possibly identify a confidents 
source or disclose information whici* 
would constitute an unwarranted inva- 
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sion of another individual's personal 
privacy, reveal a sensitive investiga- 
tive technique, or constitute a poten- 
tial danger to the health or safety to 
law enforcement personnel. 

(ii) Also, individual access to non- 
criminal investigative records, e.g., 
civil investigations and administrative 
inquiries, as described in subsection (k) 
of the Privacy Act, could also com- 
promise classified information related 
to national security, interfere with a 
pending investigation or internal in- 
quiry, constitute an unwarranted inva- 
sion of privacy, reveal a confidential 
source or sensitive investigative tech- 
nique, or pose a potential threat to law 
enforcement personnel. In addition, 
disclosure of information collected pur- 
suant to an employment suitability or 
similar inquiry could reveal the iden- 
tity of a source who provided informa- 
tion under an express promise of con- 
fidentiality, or could compromise the 
objectivity or fairness of a testing or 
examination process. 

(iii) In addition, from paragraph 
(d)(2) of this section, because to require 
the FBI to amend information thought 
to be incorrect, irrelevant or untimely, 
because of the nature of the informa- 
tion collected and the essential length 
of time it is maintained, would create 
an impossible administrative and in- 
vestigative burden by forcing the agen- 
cy to continuously retrograde its in- 
vestigations attempting to resolve 
questions of accuracy, etc. 

(3) From subsection (e)(1) because: 

(i) It is not possible in all instances 
to determine relevancy or necessity of 
specific information in the early stages 
of a criminal or other investigation. 

(ii) Relevance and necessity are ques- 
tions of judgment and timing; what ap- 
pears relevant and necessary when col- 
lected ultimately may be deemed un- 
necessary. It is only after the informa- 
tion is assessed that its relevancy and 
necessity in a specific investigative ac- 
tivity can be established. 

(iii) In any investigation the FBI 
might obtain information concerning 
violations of law not under its jurisdic- 
tion, but. in the interest of effective law 
enforcement, dissemination will be 
made to the agency charged with en- 
forcing such law. 



(iv) In interviewing individuals or ob- 
taining other forms of evidence during 
an investigation, information could bo 
obtained, the nature of which would 
leave in doubt its relevancy and neces- 
sity. Such information, however, could 
be relevant to another investigation or 
to an investigative activity under the 
jurisdiction of another agency. 

(4) From subsection (e)(2) because the 
nature of criminal and other investiga- 
tive activities is such that vital infor- 
mation about an individual can only be 
obtained from other persons who are 
familiar with such individual and his/ 
her activities. In such investigations it 
is not feasible to rely upon information 
furnished by the individual concerning 
his own activities. 

(5) From subsection (e)(3) because 
disclosure would provide the subject 
with substantial information which 
could impede or compromise the inves- 
tigation. The individual could seriously 
interfere with undercover investigative 
activities and could take appropriate 
steps to evade the investigation or flee 
a specific area. 

(6) From subsection (e)(8) because the 
notice requirements of this provision 
could seriously interfere with a law en- 
forcement activity by alerting the sub- 
ject of a criminal or other investiga- 
tion of existing investigative interest. 

(c) The following system of records is 
exempt from 5 U.S.C. 552a(c) (3) and (4), 
(d), (e) (l), (2) and (3), (e)(4) (G) and (H), 
(e) (5) and (8), (f), (g) and (m): 

(1) Electronic Surveillance (Elsur) Indices 
<d"USTICE.'FBI-O06). 

These exemptions apply only to the ex- 
tent that information in the system is 
subject to exemption pursuant to 5 
U.S.C. 552a(j). 

(d) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because the 
release of accounting disclosures would 
place the subject of an investigation on 
notice that he is under investigation 
and provide him with significant infor- 
mation concerning the nature of the 
investigation, resulting in a serious 
impediment to law enforcement. 

(2) From subsections (c)(4), (d). (e)(4) 
(G) and (H), and (g) because these pro- 
visions concern an individual's access 
to records which concern him and such 
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access to records in this system would 
compromise ongoing investigations, re- 
veal investigatory techniques and con- 
fidential informants, and invade the 
privacy of private citizens who provide 
information in connection with a par- 
ticular investigation. 

(3) From subsection (e)(1) because 
these indices must be maintained in 
order to provide the information as de- 
scribed in the "routine uses" of this 
particular system, 

(4) From subsections (e) (2) and (3) be- 
cause compliance is not feasible given 
the subject matter of the indices. 

(5) From subsection (e)(5) because 
this provision is not applicable to the 
indices in view of the "routine uses" of 
the indices. For example, it is impos- 
sible to predict when it will be nec- 
essary to utilize information in the 
system and, accordingly it is not pos- 
sible to determine when the records are 
timely. 

(6) From subsection (e)(8) because the 
notice requirement could present a se- 
rious impediment to law enforcement 
by revealing investigative techniques, 
procedures and the existence of con- 
fidential investigations. 

(7) From subsection (m) for the rea- 
sons stated in subsection (b)(7) of this 
section. 

(e) The following system of records is 
exempt from 5 U.S.C. 552a(c) (3) and (4), 
(d), (e) (1), (2) and (3), (e)(4) (G) and (H), 
(e) (5) and (8), (f), and (g): 

(1) Identification Division Records System 
(JUSTICE/FBI-009). 

These exemptions apply only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a(j). 

(0 Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) for the rea- 
sons stated in subsection (d)(1) of this 
section. 

(2) From subsections (c)(4), (d), (e)(4) 
(G) and (H), (f) and (g) because these 



concern local arrests which it would b*. 
inappropriate for the FBI to undertake 
to correct. 

(3) From subsection (e)(1) because it 
is impossible to state with any degree 
of certainty that all information on 
these records is relevant to accomplish 
a purpose of the FBI, even though ac- 
quisition of the records from state and 
local law enforcement agencies is based 
on a statutory requirement. In view of 
the number of records in the system it 
is impossible to review them for rel- 
evancy. 

(4) From subsection (e)(2) because the 
records in the system are necessarily 
furnished by criminal justice agencies 
due to their very nature. 

(5) From subsection (e)(3) because 
compliance is not feasible due to the 
nature of the records. 

(6) From subsection (e)(5) because the 
vast majority of these records come 
from local criminal justice agencies 
and it is administratively impossible 
to ensure that the records comply with 
this provision. Submitting agencies 
are, however, urged on a continuing 
basis to ensure that their records a? 
accurate and include all dispositions. 

(7) From subsection (e)(8) because the 
FBI has no logical manner to ascertain 
whether process has been made public 
and compliance with this provision 
would in any case, provide an impedi- 
ment to law enforcement by interfering 
with the ability to issue warrants or 
subpoenas and by revealing investiga- 
tive techniques, procedures or evi- 
dence. 

(g) The following system of records is 
exempt from 5 U.S.C. 552a(c) (3) and (4), 
(d), (e)(1), (2) and (3), (e)(4) (G) and (H), 
(e)(8), (f), and (g): 

National Crime Information Center (NCIC) 

(JUSTICE/FBI-001). 

This exemption applies only to the ex- 
tent that information in the system is 
subject to exemption pursuant to 5 
U.S.C. 552a(j)(2) and <k)(3). 
(h) Exemptions from the particular 
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cess tp records which concern him. 
Such access is directed at allowing the 
subject of a record to correct inaccura- 
cies in it. Although an alternate sys- 
tem of access has been provided in 28 
CFR 16.30 to 34 and 28 CFR 20.34. the 
vast majority of records in this system 



ing reasons: 

(1) From subsection (c)(3) for the rea- 
sons stated in subsection (d)(1) of this 
section. 

(2) From subsections (c)(4), (d). (e. 
(G) and (H), and (g) for the reason 
stated in subsection (d)(2) of this sec- 
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tion. When records are properly subject 
to access by the individual, an alter- 
nate means of access is provided in sub- 
section (i) of this section. 

(3) From subsection (e)(1) because in- 
formation contained in this system is 
primarily from state and local records, 
and it is for the official use of agencies 
outside the Federal Government in ac- 
cordance with 28 U.S.C. 534. 

(4) From subsections (e) (2) and (3) be- 
cause it is not feasible to comply with 
these provisions given the nature of 
this system. 

(5) From subsection (e)(8) for the rea- 
sons stated in subsection (d)(6) of this 
section. 

(i) Access to computerized criminal 
history records in the National Crime 
Information Center is available to the 
individual who is the subject of the 
record pursuant to procedures and re- 
quirements specified in the Notice of 
Systems of Records compiled by the 
National Archives and Records Service 
and published "under the designation: 

(j) The following system of records is 
exempt from 5 U.S.C. 552a (c)(3), (d), 
(e)(1), (e)(4) (G) and (H), (f) and (g): 

(I) National Center for the Analysis of Vio- 
lent Crime (NCAVC) (JUSTICE/FBI-015). 
These exemptions apply only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a (j)(2) and <k)(2>. 

(k) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because 
providing- the accounting of disclosures 
to the subject could prematurely reveal 
investigative interest by the FBI and 
other law enforcement agencies, there- 
by providing the individual an oppor- 
tunity to impede an active investiga- 
tion, destroy or alter evidence, and 
possibly render harm to violent crime 
victims and/or witnesses. 

(2) From subsections (d), (e)(4) (G) 
and (H), and (f) because disclosure to 
the subject could interfere with en- 
forcement proceedings of a criminal 
justice agency, reveal the identity of a 
confidential source, result in an unwar- 
ranted invasion of another's privacy, 
reveal the details of a sensitive inves- 
tigative technique, or endanger the life 
and safety of law enforcement person- 
nel, potential violent crime victims. 



and witnesses. Disclosure also could 
prevent the future apprehension of a 
violent or ' exceptionally dangerous 
criminal fugitive should he or she mod- 
ify his or her method of operation in 
order to evade law enforcement. Also, 
specifically from subsection (d)(2), 
which permits an individual to request 
amendment of a record, because the na- 
ture of the information in the system 
is such that an individual criminal of- 
fender would frequently demand 
amendment of derogatory information, 
forcing the FBI to continuously retro- 
grade its criminal investigations in an 
attempt to resolve questions of accu- 
racy, etc. 

(3) From subsection (g) because the 
system is exempt from the access and 
amendment provisions of subsection 
(d). 

(4) From subsection (e)(1) because it 
is not always possible to establish rel- 
evance and necessity of the informa- 
tion at the time it is obtained or devel- 
oped. Information, the relevance and 
necessity of which may not be readily 
apparent, frequently can prove to be of 
investigative value at a later date and 
time. 

National Crime Information Center (NOIC) 
(JUSTICE/FBI-001)). 

Information on access is also published 
in the appendix to part 20 of the Code 
of Federal Regulations in relation to 28 
CFR 20.34. 

[Order No. 40-80, 45 FE 5301. Jan. 23, 1980, as 
amended by Order No. 64-81, 46 FR 20540, Apr. 
6, 1981; Order No. 63-81, 46 FR 22362, Apr. 17, 
1981; Order No. 67-81. 46 FR 30495, June 9, 
1981; Order No. 15-85, 50 FR 31361, Aug. 2, 1985; 
Order No. 6-86, 51 FR 15479, Apr. 24, 1986] 

§16.97 Exemption of Bureau of Pris- 
ons Systems — limited access. 

(a) The following systems of records 
are exempt from 5 U.S.C. 552a (c) (3) 
and (4), (d), (e) (2) and (3), (e)(4) (H), 
(e)(8), (f) and (g): 

(1) Custodial and Security Record System 
(JUSTICE/BOP-001). 

(2) Industrial Inmate Employment Record 
System ( JUSTICE/BO P-003). 

(3) Inmate Administrative Remedy Record 
System (JUSTICE/BOP-004). 

(4) Inmate Central Record System (JUS- 
TICE/BOP-005). 

(5) Inmate Commissary Accounts Record 
System (JUSTICE/BOP-006). 
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(6) Inmate Physical and Mental Health 
Record System (JUSTICE/BOP-007), 

(7) Inmate Safety and Accident Compensa- 
tion Record System ( JUSTICE/BOP-008). 

<8) Federal Tort Claims Act Record System 
(JTJSTIC&BOP-009). 

These exemptions apply only to the ex- 
tent that information in these systems 
is subject to exemption pursuant to 5 
U.S.C. 552a(j). 

(b) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

{1) Prom subsection (c)(3) because in- 
mates will not be permitted to gain ac- 
cess or to • contest contents of these 
record systems under the provisions of 
subsection (d) of 5 U.S.C. 552a. Reveal- 
ing disclosure accountings can com- 
promise legitimate law enforcement 
activities and Bureau of Prisons re- 
sponsibilities. 

(2) From subsection (c)(4) because ex- 
emption from provisions of subsection 
(d) will make notification of formal 
disputes inapplicable. 

(3) From subsection (d) because ex- 
emption from this subsection is essen- 
tial to protect internal processes by 
which Bureau personnel are able to for- 
mulate decisions and policies with re- 
gard to federal prisoners, to prevent 
disclosure of information to federal in- 
mates that would jeopardize legitimate 
correctional interests of security, cus- 
tody, or rehabilitation, and to permit 
receipt of relevant information from 
other federal agencies, state and local 
law enforcement agencies, and federal 
and state probation and judicial of- 
fices. 

■ (4) From subsection (e)(2) because 
primary collection of information di- 
rectly from federal inmates about 
criminal sentences or criminal records 
is highly impractical and inappropri- 
ate. 

(5) From subsection (e)(3) because in 
view of the Bureau of Prisons 1 respon- 
sibilities, application of this provision 
to its operations and collection of in- 
formation is inappropriate. 

(6) From subsection (e)(4)(H) because 
exemption from provisions of sub- 
section (d) will make publication of 
agency procedures under this sub- 
section inapplicable. 

(7) From subsection (e)(8) because the 
nature of Bureau of Prisons law en- 
forcement activities renders notice of 



compliance with compulsory legal 
process impractical. 

(8) From subsection (f) because ex- 
emption from provisions of subsection 
(d) will render compliance with provi- 
sions of this subsection inapplicable. 

(9) From subsection (g) because ex- 
emption from provisions of subsection 
(d) will render provisions of this sub- 
section inapplicable. 

(c) Consistent with the legislative 
purpose of the Privacy Act of 1974 (Pub. 
L. 93-579) the Bureau of Prisons will 
initiate a procedure whereby federal 
inmates in custody may gain access 
and review their individual prison files 
maintained at the institution of incar- 
ceration. Access to these files will be 
limited only to the extent that the dis- 
closure of records to the inmate would 
jeopardize internal decision- making or 
policy determinations essential to the 
effective operation of the Bureau of 
Prisons; to the extent that disclosure 
of the records to the inmate would 
jeopardize privacy rights of others, or a 
legitimate correctional interest of se- 
curity, custody, or rehabilitation; and 
to the extent information is furnished 
with a legitimate expectation of con- 
fidentiality. The Bureau of Prisons will 
continue to provide access to former 
inmates under existing regulations as 
is consistent with the interests listed 
above. Under present Bureau of Prisons 
regulations, inmates in federal institu- 
tions may file administrative com- 
plaints on any subject under the con- 
trol of the Bureau. This would include 
complaints pertaining to information 
contained in these systems of records. 

[Order No. 64&-76, 41 FR 12640, Mar. 26. 1976, 
as amended by Order No. 6-S6, 51 FR 15479, 
Apr, 24, 19861 

8 16.98 Exemption of the Drug Enforce- 
ment Administration (DEA)— lim- 
ited access. 

(a) The following systems of records 
are exempt from 5 U.S.C. 552a(c)(3) and 
(d): 

(1) Automated Records and Con- 
summated Orders System/Diversion 
Analysis and Detection System 
(ARCOS/DADS) (Justice/DEA-003) 

(2) Controlled Substances Act Ref 
istration Records (Justice/DEA-005) 

(3) Registration Status/Investigatory 
Records (Justice/DEA-012) 
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(b) These exemptions apply only to 
the extent that information in these 
systems is subject to exemption pursu- 
ant to 5 U.S.C. 552a(k)(2). Exemptions 
from the particular subsections are jus- 
tified for the following reasons' 

(1) From subsection (c)(3) because re- 
lease of the disclosure accounting 
would enable the subject of an inves- 
tigation to grain valuable information 
concerning- the nature and scope of the 
investigation and seriously hamper the 
regulatory functions of the DEA. 

(2) From subsection (d) because ac- 
cess to records contained in these sys- 
tems may provide the subject of an in- 
vestigation information that could en- 
able him to avoid compliance with the 
Drug Abuse Prevention and Control 
Act of 1970 (Pub. L. 91-513). 

(c) Systems of records identified in 
paragraphs (c)(1) through (c)(6) below 
are exempted pursuant to the provi- 
sions of 5 U.S.C. 5S2a(j)(2) from sub- 
sections (c)(3) and (4). (d), (e)(1), (2) and 
(3), (e)(5), (e)(8) and (g) of 5 U.S.C. 552a. 
In addition, systems of records identi- 
fied in paragraphs (c)(1), (c)(3), (c)(4), 
and (c)(5) below are also exempted pur- 
suant to the provisions of 5 U.S.C. 
552a(k)(2) from subsections (c)(3), (d) 
and (e)(1). Finally, systems of records 
identified in paragraphs (c)(1), (c)(2), (c) 
(3) and (c)(5) below are also exempted 
pursuant to the provisions of 5 U.S.C. 
552a(k)(l) from subsections (c)(3), (d) 
and (e)(1): 

(1) Air Intelligence Program (Justice/ 
DEA-001) 

(2) Investigative Reporting and Fil- 
ing System (Justice/DEA-008) 

(3) Planning and Inspection Division 
Records (Justice/DEA-010) 

(4) Operations Files (Justice/DEA- 
011) 

(5) Security Files (Justice/DEA-013) 

(6) System to Retrieve Information 
from Drug Evidence (Stride/Ballistics) 
(Justice/DEA-OH) 

(d) Exemptions apply to the following 
systems of records only to the extent 
that information in the systems is sub- 
ject to exemption pursuant to 5 U.S.C. 
552a(j)(2), (k)(l), and (k)(2): Air Intel- 
ligence Program (Justice/DEA-001); 
Planning and Inspection Division 
Recurds (Justice/DEA-010); and Secu- 
rity Files (Justice/DEA-013). Exemp- 
tions apply to the Investigative Re- 



porting and Filing System (Justice/ 
DEA-008) only to the extent that infor- 
mation in the system is subject to ex- 
emption pursuant to 5 U.S.C. 552a(j) (2) 
and (k)(l). Exemptions apply to the Op- 
erations Files (Justice/DEA-011) only 
to the extent that information in the 
system is subject to exemption pursu- 
ant to 5 U.S.C. 552a(j)(2) and (k)(2). Ex- 
emptions apply to the System to Re- 
trieve Information from Drug Evidence 
(STRIDE/Ballistics) (Justice/DEA-014) 
only to the extent that information in 
the system is subject to exemption pur- 
suant to 5 U.S.C. 552a(j)(2). Exemption 
from the particular subsections are jus- 
tified for the following reasons: 

(1) From subsection (c)(3) because re- 
lease of disclosure accounting would 
provide to the subjects of an investiga- 
tion significant information concern- 
ing the nature of the investigation and 
thus would present the same impedi- 
ments to law enforcement as those 
enumerated in paragraph (d)(3) regard- 
ing exemption from subsection (d). 

(2) From subsection (c)(4) to the ex- 
tent that it is not applicable because 
an exemption is being claimed from 
subsection (d). 

(3) From the access provisions of sub- 
section (d) because access to records in 
this system of records would present a 
serious impediment to law enforce- 
ment. Specifically, it could inform the 
record subject of an actual or potential 
criminal, civil, or regulatory investiga- 
tion of the existence of that investiga- 
tion; of the nature and scope of the in- 
formation and evidence obtained as to 
his activities; of the identity of con- 
fidential sources, witnesses, and law 
enforcement personnel; and of informa- 
tion that may enable the subject to 
avoid detection or apprehension. Simi- 
larly, it may alert collateral suspects 
yet unprosecuted in closed cases. It 
could prevent the successful comple- 
tion of the investigation; endanger the 
life, health, or physical safety of con- 
fidential sources, witnesses, and law 
enforcement personnel, and/or lead to 
the improper influencing of witnesses, 
the destruction of evidence, or the fab- 
rication of testimony, or it may simply 
reveal a sensitive investigative tech- 
nique. In addition, granting access to 
such information could result in the 
disclosure of confidential/security-sen- 
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sitive or other information that would 
constitute an unwarranted invasion of 
the personal privacy of third parties. 
Finally, access to the records could re- 
sult in the release of properly classified 
information which would compromise 
the national defense or disrupt foreign 
policy. From the amendment provi- 
sions of subsection (d) because amend- 
ment of the records would interfere 
with ongoing- investigations and law 
enforcement activities and impose an 
impossible administrative burden by 
requiring- investigations to be continu- 
ously reinvestigated. 

(4) From subsection (e)(1) because the 
application of this provision could im- 
pair investigations and interfere with 
the law enforcement responsibilities of 
the DEA for the following reasons: 

(i) It is not possible to detect rel- 
evance or necessity of specific informa- 
tion in the early stages of a civil, 
criminal or other law enforcement in- 
vestigation, case, or matter, including 
investigations during which DEA may 
obtain properly classified information. 
Relevance and necessity are questions 
of judgment and timing, and it is only 
after the information is evaluated that 
the relevance and necessity of such in- 
formation can be established. 

(ii) During the DEA's investigative 
activities DEA may detect the viola- 
tion of either drug-related or non-drug 
related laws. In the interests of effec- 
tive law enforcement, it is necessary 
that DEA retain all information ob- 
tained because it can aid in establish- 
ing patterns of activity and provide 
valuable leads for Federal and other 
law enforcement agencies or otherwise 
assist such agencies in discharging 
their law enforcement responsibilities. 
Such information may include properly 
classified information, the retention of 
which could be in the interests of na- 
tional defense anchor foreign policy. 

(5) From subsection (e)(2) because, in 
some instances, the application of this 
provision would present a serious im- 
pediment to law enforcement for the 
following reasons: 

(i) The subject of an investigation 
would be placed on notice as to the ex- 
istence of an investigation and would 
therefore be able to avoid detection or 
apprehension, to improperly influence 



witnesses, to destroy evidence, or to 
fabricate testimony. 

(ii) In certain,circumstances the sub- 
ject of an investigation cannot be re- 
quired to provide information to inves- 
tigators, and information relating to a 
subject's illegal acts must be obtained 
from other sources. 

(iii) In any investigation it is nec- 
essary to obtain evidence from a vari- 
ety of sources other than the subject of 
the. investigation in order to verify the 
evidence necessary for successful pros- 
ecution. 

(6) From subsection (e)(3) because the 
requirement that individuals supplying 
information be provided a form stating 
the requirements of subsection (3)(3) 
would constitute a serious impediment 
to law enforcement in that it could 
compromise the existence of an actual 
or potential confidential investigation, 
reveal the identity of confidential 
sources of information and endanger 
the life, health or physical safety of 
confidential informants, witnesses, and 
investigators/law enforcement person- 
nel. 

(7) From subsection (e)(5) because in 
the collection of information for law 
enforcement purposes it is impossible 
to determine in advance what informa- 
tion is accurate, relevant, timely and 
complete. With the passage of time, 
seemingly irrelevant or untimely infor- 
mation may acquire new significance 
as further investigation brings new de- 
tails to light and the accuracy of such 
information can only be determined in 
a court of law. The restrictions im- 
posed by subsection (e)(5) would re- 
strict the ability of trained investiga- 
tors and intelligence analysts to exer- 
cise their judgment in reporting on in- 
vestigations and impede the develop- 
ment of criminal intelligence nec- 
essary for effective law enforcement. 

(8) From subsection (e)(8) because the 
application of this provision could pre- 
maturely reveal an ongoing criminal 
investigation to the subject of the in- 
vestigation, and could reveal investiga- 
tive techniques, procedures, or evi- 
dence. 

(9) From subsection (g) to the extf 
that this system is exempt from the , 
cess and amendment provisions of sub- 
section (d) pursuant to subsections 
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(j)(2), (k)(l) and (k)(2) of the Privacy 
Act. 

(e) The following systems of records 
are exempt from 5 U.S.C. 552a (d)(1) and 
(e)(1); 

(1) Grants of Confidentiality Files 
(GCF) (Justice/DEA-017), and 

(2) DEA Applicant Investigations 
(Justice/DEA-018). 

(f) These exemptio9ns apply only to 
the extent that information in these 
systems is subject to exception pursu- 
ant to 5 U.S.C. 552a(k)(5). Exemptions 
from the particular subsections are jus- 
tified for the following reasons: 

(1) Prom subsection (d)(1) because 
many persons are contacted who. with- 
out an assurance of anonymity, refuse 
to provide information concerning an 
applicant for a grant of confidentiality 
with DEA. By permitting access to in- 
formation which may reveal the iden- 
tity of the source of that information- 
after a promise of confidentiality has 
been given— DEA would breach the 
promised confidentiality. Ultimately, 
such breaches would restrict the free 
flow of information which is vital to a 
determination of an applicant's quali- 
fications for a grant. 

(2) From subsection (e)(1) because in 
the collection of information for inves- 
tigative and evaluation purposes, it is 
impossible to determine in advance 
what exact information may be of as- 
sistance in determining the qualifica- 
tions and suitability of a candidate. In- 
formation which may appear irrele- 
vant, when combined with other appar- 
ently irrelevant information, can on 
occasion provide a composite picture of 
an applicant which assists in determin- 
ing whether a grant of confidentiality- 
is warranted. 

(g) The following system of records is 
exempted pursuant to the provisions of 
5 U.S.C. 552a(j)(2) from subsections (c) 
(3) and (4), (d), (e) (1), (2) and (3), (e)(5), 
(e)(8) and (g) of 5 U.S.C. 552a. In addi- 
tion, this system of records is exempt- 
ed pursuant to the provisions of 5 
U.S.C. 552a (k)(l) and (k)(2) from sub- 
sections (c)(3), (d), and (e)U): 

Freedom of Information/Privacy Act Records 
Uustice.'DEA-006) 

(h) These exemptions apply only to 
the extent that information in this sys- 
tem is subject to exemption pursuant 



§16.99 

to 5 U.S.C. 552a (j)(2), (k)(l), and (k)(2). 
Exemptions from the particular sub- 
sections are justified for the following 
reasons: 

(1) From subsection (c)(3) for the rea- 
sons given in paragraphs (b)(1) and 
(d)(1). 

(2) From subsection (c)(4) to the ex- 
tent that is not applicable because an 
exemption is being claimed from sub- 
section (d). 

(3) From subsection (d) for the rea- 
sons given in paragraphs (b)(2), (d)(3), 
and (f)(1). 

(4) From subsection (e)(1) for reasons 
given in paragraphs (d)(4) and (f)(2). 

(5) From subsection (e)(2) for reasons 
given in paragraph (d)(5). 

(6) From subsection (e)(3) for reasons 
given in paragraph (d)(6). 

(7) From subsection (e)(5) for reasons 
given in paragraph (d)(7). 

(8) From subsection (e)(8) for the rea- 
sons given in paragraph (d)(8). 

(9) From subsection (g) to the extent 
that this system is exempt from the ac- 
cess and amendment provisions of sub- 
section (d) pursuant to subsections 
UX2), (kXl) and (k)(2) of the Privacy 
Act. 

[Order No. 8S-94, 59 FR 29717, June 9, 1994] 

§ 16.99 Exemption of Immigration and 
Naturalization Service System — lim- 
ited, access. 

(a) The following systems of records 
of the Immigration and Naturalization 
Service are exempt from 5 U.S.C. 552a 
(c) (3) and (4), (d), (e) (1), (2) and (3). (e) 
(4)(G) and (H). (e) (5) and (8), and (g): 

(1) The Immigration and Naturaliza- 
tion Service Alien File (A-File) and 
Central Index System (CIS), JUSTICE/ 
INS-001A. 

(2) The Immigration and Naturaliza- 
tion Service Index System, JUSTICE/ 
INS-001 which consists of the following 
subsystems: 

(i) Agency Information Control 
Record Index. 

(ii) Alien Enemy Index. 

(iii) Congressional Mail Unit Index. 

(iv) Air Detail Office Index. 

(v) Anti-smuggling Index (general). 

(vi) Anti-smuggling Information Cen- 
ters Systems for Canadian and Mexican 
Borders. 

(vii) Border Patrol Sectors General 
Index System. 
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(viii) Contact Index. 

(ix) Criminal. Narcotic, Racketeer 
and Subversive Indexes. 

(x) Enforcement Correspondence Con- 
trol Index System. 

(xi) Document Vendors and Alterers 
Index. 

(xii) Informant Index. 

(xiii) Suspect Third Party Index. 

(xiv) Examination Correspondence 
Control Index. 

(xv) Extension Training Enrollee 
Index. 

(xvi) Intelligence Index. 

(xvii) Naturalization and Citizenship 
Indexes. 

(xviii) Personnel Investigations Unit 
Indexes. 

(xix) Service Look-Out Subsystem. 

(xx) White House and Attorney Gen- 
eral Correspondence Control Index. 

(xxi) Fraudulent Document Center 
Index. 

(xxii) Emergency Reassignment 
Index. 

(xxiii) Alien Documentation, Identi- 
fication, and Telecommunication 
(ADIT) System. 

The exemptions apply to the extent 
that information in these subsystems 
is subject to exemption pursuant to 5 
U.S.C. 552a 0X2} and (k)(2). 

(b) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because the 
release of the disclosure accounting for 
disclosure pursuant to the routine uses 
published for these subsystems would 
permit the subject of a criminal or 
civil investigation to obtain valuable 
information concerning the nature of 
that investigation and present a seri- 
ous impediment to law enforcement. 

(2) From subsection (c)(4) since an ex- 
emption is being claimed for sub- 
section (d), this subsection will not be 
applicable. 

(3) From subsection (d) because ac- 
cess to the records contained in these 
subsystems would inform the subject of 
a criminal or civil investigation of the 
existence of that investigation, provide 
the subject of the investigation with 
information that might enable him to 
avoid detection or apprehension, and 
present a serious impediment to law 
enforcement. 



(4) From subsection (e)(1) because ii. 
the course of criminal or civil inves- 
tigations, the ^Immigration and Natu- 
ralization Service often obtains infor- 
mation concerning the violation of 
laws other than those relating to viola- 
tions over which INS has investigative 
jurisdiction. In the interests of effec- 
tive law enforcement, it is necessary 
that INS retain this information since 
it can aid in establishing patterns of 
criminal activity and provide valuable 
leads for those law enforcement agen- 
cies that are charged with enforcing 
other segments of the criminal law. 

(5) From subsection (e)(2) because in 
a criminal or civil investigation, the 
requirement that information be col- 
lected to the greatest extent possible 
from the subject individual would 
present a serious impediment to law 
enforcement in that the subject of the 
investigation would be placed on notice 
of the existence of the investigation 
and would therefore be able to avoid 
detection or apprehension. 

(6) From subsection (e)(3) because the 
requirement that individuals supplyir 
information be provided with a for. 
stating the requirements of subsection 
(e)(3) would constitute a serious im- 
pediment to law enforcement in that it 
could compromise the existence of a 
confidential investigation, reveal the 
identity of confidential sources of in- 
formation and endanger the life or 
physical safety of confidential inform- 
ants. 

(7) From subsections (e)(4) (G) and 
(H) because these subsystems of rec- 
ords are exempt from individual access 
pursuant to subsection (j) of the Pri- 
vacy Act of 1974. 

(8) From subsection (e)(5) because in 
the collection of information for law 

enforcement, purposes it, is impossible 
to determine in advance what informa- 
tion is accurate, relevant, timely, and 
complete. With the passage of time, 
seemingly irrelevant or untimely infor- 
mation may acquire new significance 
as further investigation brings new de- 
tails to light, and the accuracy of such 
information can only be determined in 
a court of law. The restrictions of sub- 
section (e)(5) would restrict the abil 
of trained investigators and im. 
Hgenoe analysts to exercise their judg- 
ment in reporting on investigations 
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and impede the development of crimi- 
nal intelligence necessary for effective 
law enforcement. 

(9) From subsection (e)(8) because the 
individual notice requirements of sub- 
section (e)(8) could present a serious 
impediment to law enforcement as this 
could interfere with the Immigration 
and Naturalization Service's ability to 
issue administrative subpoenas and 
could reveal investigative techniques 
and procedures. 

(10) From subsection (g) because 
these subsystems of records are com- 
piled for law enforcement purposes and 
have been exempted from the access 
provisions of subsections (d) and (f). 

(11) In addition, these systems of 
records are exempt from subsections 
(c)(3), (d), (e)(1), (e)(4) (G) and (H) to the 
extent they are subject to exemption 
pursuant to 5 U.S.C. 552a(k)(l). To per- 
mit access to records classified pursu- 
ant to Executive Order would violate 
the Executive Order protecting classi- 
fied information. 

(c) The Border Patrol Academy Index 
Subsystem is exempt from 5 U.S.C. 552a 
(d) and (f). 

This exemption applies only to the ex- 
tent that information in this sub- 
system is subject to exemption parsu-' 
ant to 5 U.S.C. 5S2a(k). 

(d) Exemptions for the particular 
subsections are justified for the follow- 
ing reasons. 

(1) From subsection (d) because ex- 
emption is claimed only for those test- 
ing and examination materials used to 
determine an individual's qualifica- 
tions for retention and promotion in 
the Immigration and Naturalization 
Service. This is necessary to protect, 
the integrity of testing- materials and 

to insure fair and uniform examina- 
tions. 

(2) From subsection (f) because the 
subsystem of records has been exempt- 
ed from the access provisions of sub- 
section (d). 

(e) The Orphan Petitioner Index and 
Files (Justice/rNS-007) system of 
records is exempt from 5 U.S.C. 552a(d). 
This exemption applies only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a(k)(l). 

(f) Exemption from paragraph (d) of 
this section is claimed solely because 



of the possibility of receipt of classified 
information during the course of INS 
investigation -of prospective adoptive 
parents. 

Although it would be rare, prospective 
adoptive parents may originally be 
from foreign countries (for example) 
and information received on them from 
their native countries may require 
classification under Executive Order 
12356 which safeguards national secu- 
rity information. If such information is 
relevant to the INS determination with 
respect to adoption, the information, 
would be kept in the file and would be 
classified accordingly. Therefore, ac- 
cess could not be granted to the record 
subject under the Privacy Act without 
violating E.O. 12356. 

[Order No, 645-76, 41 FR 12640, Mar. 26. 1976, 
as amended by Order No. 688-77, 42 FR 10001. 
Feb. 18. 1971; Order No. 6-84. 49 FR 20812, May 
17, 1984; Order No. 25-88, 53 FR 41161. Oct. 20, 
1988] 

§ 16.100 Exemption of Office of Justice 
Programs — limited access. 

(a) The following system of records is 
exempt from 5 U.S.C. 552a(d): 

(1) The Civil Rights Investigative System 
(JUSTICE/OJP-008). 

This exemption applies only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a(k)(2). 

(b) Exemption from subsection (d) is 
claimed since access to information in 
the Civil Rights Investigative System 
prior to final administrative resolution 
will deter conciliation and compliance 
efforts. Consistent with the legislative 
purpose of the Privacy Act of 1974, de- 
cisions to release information from the 
system will be made on a case-by-case 
basis and information will be made 
available where it does not compromise 
the complaint and compliance process. 
In addition, where explicit promises of 
confidentiality must be made to a 
source during an investigation, disclo- 
sure will be limited to the extent that 
the identity of such confidential 
sources will not be compromised. 

[Order No. 645-76, 41 FR 12640, Mar. 26, 1976, 
as amended by Order No. 5-78. 43 FR 36439, 
Aug. 17, 1978; Order No. 43-80, 45 FR 6780, Jan. 
30, 1980; Order No. 6-86, 51 FR 15479. Apr. 24, 
1986) 
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§16.101 Exemption of U.S. Marshals 
Service Systems — limited access, as 
indicated. 

(a) The following system of records is 
exempt from 5 U.S.C. 552(a)(c) (3) and 
(4), (d), (e) (1), (2) and (3), (e)(4) (G) and 
(H), (e)(5), (e)(8), (f) and (g): 

(1) Warrant Information System (JTJS- 
TICE/USM-007), 

These exemptions apply only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a(j)(2). 

(b) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because the 
release of disclosure accounting for dis- 
closure made pursuant to subsection 
(b) of the Act, including those per- 
mitted under routine uses published for 
this system of records would permit a 
person to determine whether he is the 
subject of a criminal investigation, and 
to determine whether a warrant has 
been issued against him, and therefore 
present a serious impediment to law 
enforcement. 

(2) From subsection (c)(4) since an ex- 
emption is being claimed for sub- 
section (d) of the Act, this section is 
inapplicable. 

(3) From subsection (d) because ac- 
cess to records would inform a person 
for whom a federal warrant has been is- 
sued of the nature and scope of infor- 
mation obtained as to his activities, of 
the identity of informants, and afford 
the person sufficient information to en- 
able the subject to avoid apprehension. 
These factors would present a serious 
impediment to law enforcement in that 
they would thwart the warrant process 
and endanger lives of informants etc. 

(4) From subsections (e)(1) and (e)(5) 
because the requirements of these sub- 
sections would present a serious im- 
pediment to law enforcement in that it 
is impossible to determine in advance 
what information collected during an 
investigation will be important or cru- 
cial to the apprehension of Federal fu- 
gitives. In the interest of effective law 
enforcement, it is appropriate in a 
thorough investigation to retain seem- 
ingly irrelevant, untimely, or inac- 
curate information which, with the 
passage of time, would aid in establish- 



ing patterns of activity and provide ix. 
vestigative leads toward fugitive ap- 
prehension and assist in law enforce- 
ment activities of other agencies. 

(5) From subsection (e)(2) because the 
requirement that information be col- 
lected to the greatest extent practical 
from the subject individual would 
present a serious impediment to law 
enforcement because the subject of the 
investigation or prosecution would be 
placed on notice as to the existence of 
the warrant and would therefore be 
able to avoid detection or apprehen- 
sion. 

(6) From subsection (e)(3) because the 
requirement that individuals supplying 
information be provided with a form 
stating the requirements of subsection 
(e)(3) would constitute a serious im- 
pediment to law enforcement in that it 
could compromise the existence of a 
confidential investigation or reveal 
identity of confidential informants. 

(7) From subsections (e)(4) (G) and 
(H) since an exemption is being 
claimed for subsections (f) and (d) <~- 
the Act, these subsections are im 
plicable. 

(8) From subsection (e)(8) because the 
individual notice requirement of this 
subsection would present a serious im- 
pediment to law enforcement in that it 
would give persons sufficient warning 
to avoid warrants, subpoena, etc. 

(9) From subsection (f) because proce- 
dures for notice to an individual pursu- 
ant to subsection (0(1) as to existence 
of records pertaining to him dealing 
with warrants must be exempted be- 
cause such notice to individuals would 
be detrimental to the successful serv- 
ice of a warrant. Since an exemption is 
being claimed for subsection (d) of the 
Act the rules required pursuant to sub- 
sections (f) (2) through (5) are inap- 
plicable to this system of records. 

(10) From subsection (g) since an ex- 
emption is being claimed for sub- 
section (d) and (f) this section is inap- 
plicable and is exempted for the rea- 
sons set forth for these subsections. 

(c) The following system of records is 
exempt from 5 U.S.C. 552a (c) (3) and 
(4), (d), (e) (2) and (3), (e)(4) (G) and ' 
(e)(8). (f)(2) and (g): 

(1) Witness Security System (JUSTICE/ 
USM-008). 
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These exemptions apply only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a(j)(2). 

(d) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because the 
release of the disclosure accounting for 
disclosures made pursuant to sub- 
section (b) of the Act including those 
permitted under routine uses published 
for this system of records would ham- 
per the effective functioning of the 
Witness Security Program which by its 
very nature requires strict confiden- 
tiality vis-a-vis the records. 

(2) From subsection (c)(4) for the rea- 
son stated in (b)(2) of this section. 

(3) From subsection (d) because the 
U.S. Marshals Service Witness Security 
Program aids efforts of law enforce- 
ment officials to prevent, control or re- 
duce crime. Access to records would 
present a serious impediment to effec- 
tive law enforcement through revela- 
tion of confidential sources and 
through disclosure of operating proce- 
dures of the program, and through in- 
creased exposure of the program to the 
public. 

(4) From subsection (e)(2) because in 
the Witness Security Program the re- 
quirement that information be col- 
lected to the greatest extent possible 
from the subject individual would con- 
stitute an impediment to the program, 
which is sometimes dependent on 
sources other than the subject witness 
for verification of information pertain- 
ing to the witness. 

(5) From subsection (e)(3) for the rea- 
son stated in (b)(6) of this section. 

(6) From subsection (e)(4) (G) and (H) 
for the reason stated in (b)(7) of this 
section. 

(7) From subsection (e)(8) for the rea- 
son stated in (b)(8) of this section. 

(8) From subsection (f)(2) since an ex- 
emption is being claimed for sub- 
section (d) of the Act the rules required 
pursuant to subsection (f) (2) through 
(5) are inapplicable to this system of 
records. 

(9) From subsection (g) for the reason 
stated in (b)(10) of this section. 

(e) The following system of records is 
exempt from 5 U.S.C. 552a (c) (3) and 
(4), (d), (e) (2) and (3), (e)(4) (G) and (H), 



(f) and (g) and may be additionally ex- 
empt from subsection (e)(8): 

(1) Internal Investigations System (JUS- 
TICE/USM- 002)— Limited access. 

These exemptions apply only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a(k)(6)or (j)(2). 

(f) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) where the 
release of the disclosure accounting for 
disclosures made pursuant to sub- 
section (b) of the Act would reveal a 
source who furnished information to 
the Government in confidence. 

(2) From subsection (c)(4) for the rea- 
son stated in (b)(2) of this section. 

(3) From subsection (d) because ac- 
cess to information in this system 
which was obtained from a confidential 
source would impede the effective in- 
vestigation into employee conduct for 
purposes of determining suitability, 
eligibility, or qualifications for Federal 
employment in that it would inhibit 
furnishing of information by sources 
which desire to remain confidential. 

(4) From subsection (e)(2) because the 
requirement that information be col- 
lected to the greatest extent prac- 
ticable from the subject individual 
would present a serious inpediment to 
law enforcement because the subject of 
the investigation or prosecution would 
be placed on notice as to the existence 
of the investigation and would there- 
fore be able to compromise the inves- 
tigation and avoid detection or appre- 
hension. 

(5) From subsection (e)(3) for the rea- 
son stated in (b)(6) of this section. 

(6) From subsections (e)(4) (G) and 
(H) for the reason stated in (b)(7) of 
this section. 

(7) From subsection (e)(8) because the 
individual notice requirement of this 
subsection would present a serious im- 
pediment to law enforcement in that 
the subject of the investigation would 
be alerted as to the existence of the in- 
vestigation and therefore be able to 
compromise the investigation and 
avoid detection, subpoena, etc. 

(8) From subsection (f) because proce- 
dures for notice to an individual pursu- 
ant to subsection (f)(1) as to the exist- 
ence of records dealing with investiga- 
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tions of criminal or civil law violations 
would enable the individual to com- 
promise the investigation and evade 
detection or apprehension. Since an ex- 
emption is being claimed for sub- 
section (d) of the Act, the rules re- 
quired pursuant to subsections (f)(2) 
through (f)(5) are not applicable to this 
system. 

(9) From subsection (g) for the reason 
stated in (b)(10) of this section. 

(g) The following system of records is 
exempt from 5 U.S.C. 552a(c) (3) and (4), 
(d), (e)(1), (2) and (3), (e)(4) (G) and (H), 
(e)(5), (e)(8), (f) and (g): 

(1) U.S. Marshals Service Threat Analysis 
Information System (JUSTICE/USM-0O9). 

These exemptions apply only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a(j)(2). 

(h) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because to 
release the disclosure accounting 
would permit a person to determine 
whether he or she has been identified 
as a specific threat to USMS protectees 
and to determine the need for counter- 
measures to USMS protective activi- 
ties and thereby present a serious im- 
pediment to law enforcement. 

(2) From subsection (c)(4) because it 
is inapplicable since an exemption is 
being claimed for subsection (d). 

(3) From subsection (d) because to 
permit access to records would inform 
a person of the nature and scope of in- 
formation obtained as to his or her 
threat-related activities and of the 
identity of confidential sources, and af- 
ford the person sufficient information 
to develop countermeasures to thwart 
protective arrangements and endanger 
lives of USMS protectees, informants, 
etc. To permit amendment of the 
records would interfere with ongoing 
criminal law enforcement and impose 
an impossible administrative burden 
requiring criminal investigations to be 
continuously reinvestigated. 

(4) From subsections (e) (1) and (5) be- 
cause the collection of investigatory 
information used to assess the exist- 
ence, extent and likelihood of a threat 
situation necessarily includes material 
from which it is impossible to identify 
and segregate information which may 



not be important to the conduct of a 
thorough assessment. It is often impos- 
sible to determine in advance if all in- 
formation collected is accurate, 
relevent, timely and complete but, in 
the interests of developing effective 
protective measures, it is necessary 
that the U.S. Marshals Service retain 
this information in order to establish 
patterns of activity to aid in accu- 
rately assessing threat situations. The 
restrictions of subsections (e) (1) and 
(5) would impede the protective respon- 
sibilities of the Service and could re- 
sult in death or serious injury to Mar- 
shals Service protectees. 

(5) From subsection (e)(2) because to 
collect information from the subject 
individual would serve notice that he 
or she is identified as a specific threat 
to USMS protectees and would enable 
the subject individual to develop coun- 
termeasures to protective activities 
and thereby present a serious impedi- 
ment to law enforcement. 

(6) From subsection (e)(3) because to 
inform individuals as required by this 
subsection would enable the subject ir 
dividual to develop countermeasures i 
USMS protective arrangements or 
identify confidential sources and there- 
by present a serious impediment to law 
enforcement. 

(7) From subsections (e)(4) (G) and 
(H) because they are inapplicable since 
an exemption is being claimed for sub- 
sections (d) and (f) of the Act. 

(8) From subsection (e)(8) because to 
serve notice would give persons suffi- 
cient warning to develop counter- 
measures to protective arrangements 
and thereby present a serious impedi- 
ment to law enforcement through com- 
promise of protective procedures, etc. 

(9) From subsection (f) because this 
system of records is exempt from the 
provisions of subsection (d). 

(10) From subsection (g) because it is 
inapplicable since an exemption is 
being claimed for subsections (d) and 
(f). 

(i) The following system of records is 
exempt from 5 U.S.C. 552a(c) (3) and (d): 

(i) Judicial Facility Security Index Sys- 
tem (JUSTICE/USM-010) 

These exemptions apply only to the 
tent that information in this system is 
exempt pursuant to 5 U.S.C. 552a(k)(5). 
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(j) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) only to the 
extent that release of the disclosure ac- 
counting would reveal the identity of a 
confidential source. 

(2) From subsection (d) only to the 
extent that access to information 
would reveal the identity of a confiden- 
tial source. 

(k) The following system of records is 
exempt from 5 U.S.C. 552a(c) (3) and (4), 
(d), (e)(1), (2) and (3), (e)(4) (G) and (H), 
(e)(5), (e)(8), (f) and (g): 

(1) U.S. Marshals Service Freedom of Infor- 
mation/Privacy Act (FOIA/PA) Files (JUS- 
TICEAJSM-012) 

These exemptions apply only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a (j)(2). (k)(2) and (k)(5). 

(1) Because this system contains De- 
partment of Justice civil and criminal 
law enforcement, investigatory 
records, exemptions from the particu- 
lar subsections are justified for the fol- 
lowing reasons: 

(1) From subsection (c)(3) because to 
release the disclosure accounting 
would permit the subject of an inves- 
tigation to obtain valuable information 
concerning the existence and nature of 
the investigation and present a serious 
impediment to law enforcement. 

(2) From subsection (c)(4) because 
that portion of this system which con- 
sists of investigatory records compiled 
for law enforcement purposes is being 
exempted from the provisions of sub- 
section (d), rendering this provision 
not applicable. 

(3) From subsection (d) because to 
permit access to investigatory records 
would reveal the identity of confiden- 
tial sources and impede ongoing: inves- 
tigative or law enforcement activities 
by the premature disclosure of infor- 
mation related to those efforts. To per- 
mit amendment of the records would 
interfere with ongoing criminal law en- 
forcement and impose an impossible 
administrative burden by requiring 
criminal investigations to be continu- 
ously reinvestigated. 

(4) From subsections (e) (1) and (5) be- 
cause it is often impossible to deter- 
mine in advance if investigatory 
records contained in this system are 
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accurate, relevant, timely and com- 
plete but, in the interests of effective 
law enforcement, it is necessary to re- 
tain this information to aid in estab- 
lishing patterns of activity and provide 
leads in criminal investigations. 

(5) From subsection (e)(2) because to 
collect information from the subject 
individual would serve notice that he 
or she is the subject of criminal inves- 
tigative or law enforcement activity 
and thereby present a serious impedi- 
ment to law enforcement. 

(6) From subsection (e)(3) because to 
inform individuals as required by this 
subsection would enable the subject in- 
dividual to identify confidential 
sources, reveal the existence of an in- 
vestigation, and compromise law en- 
forcement efforts. 

(7) From subsections (e)(4) (G) and 
(H) because they are inapplicable since 
an exemption is being claimed for sub- 
sections (d) and (f) for investigatory 
records contained in this system. 

(8) From subsection (e)(8) because to 
serve notice would give persons suffi- 
cient warning to evade law enforce- 
ment efforts. 

(9) From subsection (f) because inves- 
tigatory records contained in this sys- 
tem are exempt from the provisions of 
subsection (d). 

(10) From subsection (g) because it is 
inapplicable since an exemption is 
being claimed for subsections (d) and 
(f). 

(m) The following system of records 
is exempt from 5 U.S.C. 552a(c) (3) and 
(4), (d), (e) (2) and (3), (e)(4) (G) and (H), 
(e)(8), (f) and (g): 

(1) U.S. Marshals Service Administrative 
Proceedings, Claims and Civil Litigation 
Files (JUSTICE/USM-013). 

These exemptions apply only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a(j)(2) or (k)(5). 

(n) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because to 
release the disclosure accounting for 
disclosures pursuant to the routine 
uses published for this system would 
permit the subject of a criminal or 
civil case or matter under investiga- 
tion, or a case or matter in litigation, 
or under regulatory or administrative 
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review or action, to obtain valuable in- 
formation concerning the nature of 
that investigation, case or matter, and 
present a serious impediment to law 
enforcement or civil legal activities, or 
reveal a confidential source. 

(2) From subsection (c)(4) because the 
exemption claimed for subsection (d) 
will make this section inapplicable. 

(3) From subsection (d) because to 
permit access to records contained in 
this system would provide information 
concerning litigation strategy, or case 
development, and/or reveal the nature 
of the criminal or civil case or matter 
under investigation or administrative 
review, or in litigation, and present a 
serious impediment to law enforcement 
or civil legal activities, or reveal a con- 
fidential source. 

(4) From subsection (e)(2) because ef- 
fective legal representation, defense, or 
claim adjudication necessitates col- 
lecting information from all individ- 
uals having knowledge of the criminal 
or civil case or matter. To collect in- 
formation primarily from the subject 
individual would present a serious im- 
pediment to law enforcement or civil 
legal activities. 

(5) From subsection (e)(3) because to 
inform the individuals as required by 
this subsection would permit the sub- 
ject of a criminal or civil matter under 
investigation or administrative review 
to compromise that investigation or 
administrative review and thereby im- 
pede law enforcement efforts or civil 
legal activities. 

(6) From subsections (e)(4) (G) and 
(H) because these provisions are inap- 
plicable since this system is exempt 
from subsections (d) and (f) of the Act. 

(7) From subsection (e)(8) because to 
serve notice would give persons suffi- 
cient warning to compromise a crimi- 
nal or civil investigation or adminis- 
trative review and thereby impede law 
enforcement of civil legal activities. 

(8) From subsection (f) because this 
system of records is exempt from the 
provisions of subsection (d). 

(9) From subsection (g) because it is 
inapplicable since an exemption is 
claimed for subsections (d) and (f). 

(o) The following system of records is 
exempt from 5 U.S.C. 552a{c) (3) and (4). 
(d), (e)(1), (2), (5) and (g): 



(1) U.S. Marshals Service Prisont 
Transportation System (JUSTICE/ 
USM-003). 

These exemptions apply only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a(j)(2). 

(p) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) where the 
release of the disclosure accounting for 
disclosures made pursuant to sub- 
section (b) of the Act would reveal a 
source who furnished information to 
the Government in confidence. 

(2) From subsection (c)(4) to the ex- 
tent that the system is exempt from 
subsection (d). 

(3) From subsection (d) because ac- 
cess to records would reveal the names 
and other information pertaining to 
prisoners, including sensitive security 
information such as the identities and 
locations of confidential sources, e.g., 
informants and protected witnesses; 
and disclose access codes, data entry 
codes and message routing symb 
used in law enforcement communi 
tions systems to schedule and effe^ 
prisoner movements. Thus, such a com- 
promise of law enforcement commu- 
nications systems would subject law 
enforcement personnel and other pris- 
oners to harassment and possible dan- 
ger, and present a serious threat to law 
enforcement activities. To permit 
amendment of the records would inter- 
fere with ongoing criminal law enforce- 
ment and impose an impossible admin- 
istrative burden by requiring that in- 
formation affecting the prisoner's secu- 
rity classification be continuously 
reinvestigated when contested by the 
prisoner, or by anyone on his behalf. 

(4) From subsections (e) (1) and. (5) be- 
cause the security classification of 
prisoners is based upon information 
collected during official criminal in- 
vestigations: and, in the interest of en- 
suring safe and secure prisoner move- 
ments it may be necessary to retain in- 
formation the relevance, necessity, ac- 
curacy, timeliness, and completeness 
of which cannot be readily established, 
but which may subsequently prove 
fui in establishing patterns of crir. 
activity or avoidance, and thus be es- 
sential to assigning an appropriate se- 
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curity classification to the prisoner. 
The restrictions of subsection (e) (1) 
and (5) would impede the information 
collection responsibilities of the 
USMS, and the lack of all available in- 
formation could result in death or seri- 
ous injury to USMS and other law en- 
forcement personnel, prisoners in cus- 
tody, and members of the public. 

(5) From subsection (e)(2) because the 
requirement to collect information 
from the subject individual would im- 
pede the information collection respon- 
sibilities of the USMS in that the 
USMS is often dependent upon sources 
other than the subject individual for 
verification of information pertaining 
to security risks posed by the individ- 
ual prisoner. 

(6) From subsection (g) to the extent 
that the system is exempt from sub- 
section (d). 

(q) The following system of records is 
exempt from 5 U.S.C. 552a(c)(3) and (4), 
(d), (e)(1), (2), (3), (e)(5) and (e)(8) and 
(g): 

(3) U.S. Marshals Service Prisoner Process- 
ing and Population Management System 
(JXJSTICETJSM-005). 

These exemptions apply only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a(j)(2). 

(r) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because to 
release the disclosure accounting 
would permit the subject of a criminal 
proceeding to determine the extent or 
nature of law enforcement authorities' 
knowledge regarding his/her alleged 
misconduct or criminal activities. The 
disclosure of such information could 
alert the subject to devise ways in 
which to conceal his/her activities and/ 
or prevent law enforcement from learn- 
ing additional information about his/ 
her activities, or otherwise inhibit law 
enforcement efforts. In addition, where 
the individual is the subject of an on- 
going or potential inquiry/investiga- 
tion, such release could reveal the na- 
ture thereof prematurely, and may also 
enable the subject to determine the 
identity of witnesses and informants. 
Such disclosure could compromise the 
ongoing or potential inquiry/investiga- 
tion, endanger the lives of witnesses 



and informants, or otherwise impede or 
thwart law enforcement efforts. 

(2) From subsection (c)(4) to the ex- 
tent that the system is exempt from 
subsection (d). 

(3) From subsection (d) because to 
permit unlimited access would permit 
the subject of a criminal proceeding to 
determine the extent or nature of law 
enforcement authorities' knowledge re- 
garding his/her alleged misconduct or 
criminal activities. The disclosure of 
such information could alert the sub- 
ject to devise ways in which to conceal 
his/her activities and/or prevent law 
enforcement from learning additional 
information about his/her activities, or 
otherwise inhibit law enforcement ef- 
forts. Disclosure would also allow the 
subject to obtain sensitive information 
concerning the existence and nature of 
security measures and jeopardize the 
safe and secure transfer of the prisoner, 
the safety and security of other pris- 
oners, informants and witnesses, law 
enforcement personnel, and the public. 
In addition, disclosure may enable the 
subject to learn prematurely of an on- 
going: or potential inquiry/investiira- 
tion, and may also permit him/her to 
determine the identities of confidential 
sources, informants, or protected wit- 
nesses. Such disclosure could com- 
promise the ongoing or potential in- 
quiry/investigation, endanger the lives 
of witnesses and informants, or other- 
wise impede or thwart law enforcement 
efforts. Disclosure may also constitute 
an unwarranted invasion of the per- 
sonal privacy of third parties. Further, 
disclosure would reveal access codes, 
data entry codes and message routing 
symbols used in law enforcement com- 
munications systems. Access to such 

' codes and symbols would permit the 
subject to impede the flow of law en- 
forcement communications and com- 
promise the integrity of law enforce- 
ment information, and thus present a 
serious threat to law enforcement ac- 
tivities. To permit amendment of the 
records would expose security matters, 
and would impose an impossible admin- 
istrative burden by requiring that se- 
curity precautions, and information 
pertaining thereto, be continuously re- 
evaluated if contested by the prisoner, 
or by anyone on his or her behalf. 
Similarly, to permit amendment could 
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interfere with ongoing- or potential in- 
quiries/investigations by requiring that 
such inquiries/investigations be con- 
tinuously reinvestigated, or that infor- 
mation collected (the relevance and ac- 
curacy of which cannot readily be de- 
termined) be subjected to continuous 
change. 

(4) From subsections (e)(1) and (5) be- 
cause the system may contain inves- 
tigatory information or information 
which is derived from information col- 
lected during official criminal inves- 
tigations. In the interest of effective 
law enforcement and litigation, of se- 
curing the prisoner and of protecting 
the public, it may be necessary to re- 
tain information the relevance, neces- 
sity, accuracy, timeliness and com- 
pleteness of which cannot be readily es- 
tablished- Such information may nev- 
ertheless provide investigative leads to 
other Federal or law enforcement agen- 
cies, or prove necessary to establish 
patterns of criminal activity or behav- 
ior, and/or prove essential to the safe 
and secure detention (and movement) 
of prisoners. Further, the provisions of 
(e)(1) and (e)(5) would restrict the abil- 
ity of the USMS in exercising its judg- 
ment in reporting information during 
investigations or during the develop- 
ment of appropriate security measures, 
and thus present a serious impediment 
to law enforcement efforts. 

(5) From subsection (e)(2) because the 
requirement to collect information 
from the subject individual would im- 
pede the information collection respon- 
sibilities of the USMS which is often 
dependent upon sources other than the 
subject individual for verification of 
information pertaining to security 
risks posed by the individual prisoner, 
to alleged misconduct or criminal ac- 
tivity of the prisoner, or to any matter 
affecting the safekeeping and disposi- 
tion of the individual prisoner. 

(6) From subsection (e)(3) because to 
inform individuals as required by this 
subsection could impede the informa- 
tion gathering process, reveal the ex- 
istence of an ongoing or potential in- 
quiry/investigation or security proce- 
dure, and compromise law enforcement 
efforts. 

(7) From subsection (e)(8) because to 
serve notice would give persons suffi- 
cient warning to compromise an ongo- 



ing or potential inquiry/invcstigatic 
and thereby evade and impede law ei. 
forcement and security efforts. 

(8) From subsection (g) to the extent 
that the sysEem is exempt from sub- 
section (d). 

(s) Consistent with the legislative 
purpose of the Privacy Act of 1974, the 
United States Marshals Service will 
grant access to nonexempt material in 
records which are maintained by the 
Service, Disclosure will be governed by 
the Department's Privacy Regulations, 
but will be limited to the extent that 
the identity of confidential sources 
will not be compromised; subjects of an 
investigation of an actual or potential 
criminal, civil or regulatory violation 
will not be alerted to the investigation; 
the physical safety of witnesses, in- 
formants and law enforcement person- 
nel will not be endangered; the privacy 
of third parties will not be violated; 
and that the disclosure would not oth- 
erwise impede effective law enforce- 
ment. Whenever possible, information 
of the above nature will be deleted 
from the requested documents and the 
balance made available. The contr 
ling principle behind this limited . 
cess is to allow disclosures except 
those indicated above. The decisions to 
release information from these systems 
will be made on a case-by-case basis. 

[Order No. 645-76, 41 FR 12640, Mar. 26, 1976, 
as amended by Order No. 8-83, 48 FR 19024. 
Apr. 27, 1983; Order No. 10-86, 51 FR 20275, 
June 1, 1986; Order No. 11-86, 51 FR 20277, 
June 4, 1986; Order No. 61-92, 57 FR 3284, Jan. 
29, 1992; Order No. 66-92, 57 FR 20654. May 14, 
1992] 

§16.102 Exemption of Drug Enforce- 
ment Administration and Immigra- 
tion and Naturalization Service 
Joint System of Records. 

(a) The following system of records is 
exempted pursuant to provisions of 5 
U.S.C. 552a(j)(2) from subsections (c) (3) 
and (4), (d), (e) (1), (2) and (3), (e)(4) (G), 
(H), and (I), (e)(5) and (8), (0, (g), and 
(h) of 5 U.S.C. 552a; in addition the fol- 
lowing system of records is exempted 
pursuant to the provisions of 5 U.S.C. 
552 (k)(l) and (k)(2) from subsections 
(c)(3), (d). (e)(1), (e)(4) (G), (H), and (I), 
and (f) of 5 U.S.C. 552a. 

(1) Automated Intelligence Record Syt 
(Pathfinder), JUSTICE/DEA-INS-111. 
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These exemptions apply to the extent 
that information in those systems is 
subject to exemption pursuant to 5 
U.S.C. 552a (j)(2), (k)(l) and (k)(2). 

(b) The system of records listed under 
paragraph (a) of this section is exempt- 
ed, for the reasons set forth from the 
following provisions of 5 U.S.C. 552a: 

(l)(cK3). The release of the disclosure ac- 
counting for disclosures made pursuant to 
subsection (b) of the Act, including those 
permitted under the routine uses published 
for these systems of records, would permit 
the subject of an investigation of an actual 
or potential criminal, civil, or regulatory 
violation to determine whether he is the sub- 
ject of investigation, or to obtain valuable 
information concerning: the nature of that 
investigation, and the information obtained, 
or the Identity of witnesses and informants 
and would therefore present a serious im- 
pediment to law enforcement. In addition, 
disclosure of the accounting- would amount 
to notice to the individual of the existence of 
a record: such notice requirement under sub- 
section (0(1) is specifically exempted for 
these systems of records. 

(2)(c)(4). Since an exemption is being- 
claimed for subsection (d) of the Act (Access 
to Records) this subsection is inapplicable to 
the extent that these systems of records are 
exempted from subsection <d). 

(3)(d). Access to the records contained in 
these systems would inform the subject of an 
investigation of an actual or potential crimi- 
nal, civil, or regulatory violation of the ex- 
istence of that investigation, or the nature 
and scope of the information and evidence 
obtained as to his activities, of the identity 
of witnesses and informants, or would pro- 
vide information that could enable the sub- 
ject to avoid detection or apprehension. 
These factors would present a serious im- 
pediment to effective law enforcement be- 
cause they could prevent the successful com- 
pletion of the investigation, endang-er the 
physical safety of witnesses or informants, 
and lead to the improper influencing of wit- 
nesses, the destruction of evidence, or the 
fabrication of testimony. 

(4Xe)(l). The notices of these systems of 
records published in the Federal Register 
set forth the basic statutory or related au- 
thority for maintenance of this system. How- 
ever, in the course of criminal or other law 
enforcement investigations, cases, and mat- 
ters, the Immigration' and Naturalization 
Service or the Drug Enforcement Adminis- 
tration will occasionally obtain information 
concerning actual or potential violations of 
law that are not strictly within its statutory 
or other authority or may compile informa- 
tion in the course of an investigation which 
may not be relevant to a specific prosecu- 
tion. In the interests of effective law en- 



forcement, it is necessary to retain such in- 
formation in these systems of records since 
It can aid in establishing patterns of crimi- 
nal activity and can provide valuable leads 
for federal and other law enforcement agen- 
cies. 

(5)(e)(2). In a criminal investigation or 
prosecution, the requirement that informa- 
tion be collected to the greatest extent prac- 
ticable from the subject individual would 
present a serious impediment to law enforce- 
ment because the subject of the investiga- 
tion or prosecution would be placed on no- 
tice as to the existence of the investigation 
and would therefore be able to avoid detec- 
tion or apprehension, to influence witnesses 
improperly, to destroy evidence, or to fab- 
ricate testimony. 

(6)(e)(3). The requirement that individuals 
supplying information be provided with a 
form stating the requirements of subsection 
(e)(3) would constitute a serious impediment 
to law enforcement in that it could com- 
promise the existence of a confidential inves- 
tigation or reveal the identity of witnesses 
or confidential informants. 

(7)(e)(4) (G> and (H). Since an exemption is 
being claimed for subsections (f) (Agency 
Rules) and (d) (Access to Records) of the Act 
these subsections are inapplicable to the ex- 
tent that these systems of records are ex- 
empted from subsections (f) and (d). 

(8)(e)(4)(I). The categories of sources of the 
records in these systems have been published 
in the Federal Register in broad generic 
terms in the belief that this is all that sub- 
section (e)(4)(I) of the Act requires. In the 
event, however, that this subsection should 
be interpreted to require more detail as to 
the identity of sources of the records in 
these systems, exemption from this provi- 
sion is necessary in order to protect the con- 
fidentiality of the sources of criminal and 
other law enforcement information. Such ex- 
emption is further necessary to protect the 
privacy and physical safety of witnesses and 
informants. 

(9)(e)(5). In the collection of information 
for criminal law enforcement purposes it is 
impossible to determine in advance what in- 
formation is accurate, relevant, timely, and 
complete. With the passage of time, seem- 
ingly irrelevant or untimely information 
may acquire new significance as further in- 
vestigation brings new details to light and 
the accuracy of such information can often 
only be determined in a court of law. The re- 
strictions of subsection (e)(5) would restrict 
the ability of trained investigators, intel- 
ligence analysts, and government attorneys 
in exercising their judgment in reporting on 
information and investigations and impede 
the development of criminal or other intel- 
ligence necessary for effective law enforce- 
ment. 

(10)(e)(8). The individual notice require- 
ments of subsection (e)(8) could present a se- 



281 



§16.103 



28CFRCh. I (7-1-94 Edition) 



rious impediment to law enforcement as this 
could interfere with the ability to issue war- 
rants or subpoenas and could reveal inves- 
tigative techniques, procedures, or evidence. 
<II)(f). Procedures for notice to an individ- 
ual pursuant to subsection (f)(1) as to the ex- 
istence of records pertaining to him dealing 
with an actual or potential criminal, civil, or 
regulatory investigation or prosecution must 
be exempted because such notice to an indi- 
vidual would be detrimental to the success- 
ful conduct and/or completion of an inves- 
tigation or prosecution pending or future. In 
addition, mere notice of the fact of an inves- 
tigation could inform the subject or others 
that their activities are under or may be- 
come the subject of an investigation and 
couid enable the subjects to avoid detection 
or apprehension, to influence witnesses im- 
properly, to destroy evidence, or to fabricate 
testimony. 

Since an exemption is being claimed 
for subsection (d) of the Act (Access to 
Records) the rules required pursuant to 
subsections (f) (2) through (5) are inap- 
plicable to these systems of records to 
the extent that these systems of 
records are exempted from subsection 
(d). 

(I2)(g). Since an exemption is being 
Claimed for subsections (d) (Access to 
Records) and (f) (Agency Rules) this section 
is inapplicable, and is exempted for the rea- 
sons set forth for those subsections, to the 
extent that these systems of records are ex- 
empted from subsections (d) and (f). 

(13)<h). Since an exemption is being 
claimed for subsection (d) (Access to 
Records) and (f) (Agency Rules) this section 
is inapplicable, and is exempted for the rea- 
sons set forth for those subsections, to the 
extent that these systems of records are ex- 
empted from subsections (d) and (f). 

(14) In addition, exemption is claimed for 
these systems of records from compliance 
with the following provisions of the Privacy 
Act of 1974 (5 U.S.C. 5S2a) pursuant to the 
provisions of 5 U.S.C. 652a(k)(l): subsections 
(c)(3), (d), (e)(i>, (e)(4) (G), (H), and (I), and (f) 
to the extent that the records contained in 
these systems are specifically authorized to 
be kept secret in the interests of national de- 
fense and foreign policy. 

[Order No. 742-77, 42 FR 40907. Aug. 12, 1977] 

§16.103 Exemption of the INTERPOL- 
United States National Central Bu- 
reau (INTERPOI^USNCB) System. 

(a) The following system of records is 
exempt from 5 U.S.C. 552a(c) (3) and (4), 
(d), (e) (1), (2), and (3), (e)(4) (G) and (H). 
(e)(5) and (8), (f) and (g): 



(1) The INTERPOL-Unlted States Nationa" 
Central Bureau (INTERPOL-USNCB) (De- 
partment of Justice) INTERPOL-USNCB 
Records System (JUSTICE/INTERPOL-001). 

This exemption applies only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a (j)(2), (k)(2), and (k)(5). 

(b) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons; 

(1) From subsection (c)(3) because the 
release of accounting disclosures would 
place the subject of an investigation on 
notice that he is under investigation 
and provide him with significant infor- 
mation concerning the nature of the 
investigation, thus resulting in a seri- 
ous impediment to law enforcement. 

(2) From subsections (c)(4), (d), (e)(4) 
(G), and (H), (0 and (g) because these 
provisions concern individual access to 
records and such access might com- 
promise ongoing investigations reveal 
investigatory techniques and confiden- 
tial informants, and invade the privacy 
of private citizens who provide infor- 
mation in connection with a particular 
investigation. 

(3) From subsection (e)(1) because i 
formation received in the course of an 
international criminal investigation 
may involve a violation of state or 
local law, and it is beneficial to main- 
tain this information to provide inves- 
tigative leads to state and local law en- 
forcement agencies. 

(4) From subsection (e)(2) because 
collecting information from the sub- 
ject of criminal investigations would 
thwart the investigation by placing the 
subject on notice. 

(5) From subsection (e)(3) because 
supplying an individual with a state- 
ment of the intended use of the re- 
quested information could compromise 
the existence of a confidential inves- 
tigation, and may inhibit cooperation. 

(6) From subsection (e)(5) because the 
vast majority of these records come 
from local criminal justice agencies 
and it is administratively impossible 
to ensure that the records comply with 
this provision. Submitting agencies 
are, however, urged on a continuting 
basis to ensure that their records ar" 
accurate and include all disposition: 

(7) From subsection (e)(8) because 
notice requirements of this provision 
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could present a serious impediment to 
law enforcement by revealing- inves- 
tigative techniques, procedures, and 
the existence of confidential investiga- 
tions. 

[Order No. &-82, 47 FR 44255, Oct. 7, 1982, as 
amended by Order No. 6-86, 51 FR 15479 Apr 
24, 1986] 

Subpart F- Public Observation of 
Parole Commission Meetings 

Source: 42 FR H713, Mar. 16. 1977, unless 
otherwise noted. 

8 16.200 Definitions. 

As used in this part: 

(a) The term Commission means the 
U.S. Parole Commision and any sub- 
division thereof authorized to act on 
its behalf, 

(b) The term meeting refers to the de- 
liberations of at least the number of 
Commissioners required to take action 
on behalf of the Commission where 
such deliberations determine or result 
in the joint conduct or disposition of 
official Commission business. 

(c) Specifically included in the term 
meeting are; 

(1) Meetings of the Commission re- 
quired to be held by 18 U.S.C. 4203(a); 

(2) Special meetings of the Commis- 
sion called pursuant to 18 U.S.C. 
4204(a)(1); 

(3) Meetings of the National Commis- 
sioners in original jurisdiction cases 
pursuant to 28 CFR 2.17(a); 

(4) Meetings of the entire Commis- 
sion to determine original jurisdiction 
appeal cases pursuant to 28 CFR 2.27; 
and 

(5) Meetings of the National Appeals 
Board pursuant to 28 CFR 2.26. 

(6) Meetings of the Commission to 
conduct a hearing on the record in con- 
junction with applications for certifi- 
cates of exemption under section 504(a) 
of the Labor-Management Reporting 
and Disclosure Act of 1959, and section 
411 of the Employee Retirement In- 
come Security Act of 1974 (28 CPR 4.1- 
17 and 28 CFR 4a.l-17).» 

(d) Specifically excluded from the 
term meeting are: 
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(1) Determination made through 
independent voting of the Commis- 
sioners without the joint deliberation 
of the number of Commissioners re- 
quired to take such action, pursuant to 
§16.201; 

(2) Original jurisdiction cases deter- 
mined by sequential vote pursuant to 
28 CFR 2.17; 

(3) Cases determined by sequential 
vote pursuant to 28 CFR 2.24 and 2.25; 

(4) National Appeals Board cases de- 
termined by sequential vote pursuant 
to 28 CFR 2.26; 

(5) Meetings of special committees of 
Commissioners not constituting a 
quorum of the Commission, which may 
be established by the Chairman to re- 
port and make recommendations to the 
Commission or the Chairman on any 
matter. 

(6) Determinations required or per- 
mitted by these regulations to open or 
close a meeting, or to withhold or dis- 
close documents or information per- 
taining to a meeting. 

(e) All other terms used in this part 
shall be deemed to have the same 
meaning as identical terms used in 
chapter I, part 2 of this title. 

[42 FR 14713, Mar. 16. 1977, as amended at 43 
FR 4978. Feb. 7, 1978] 

§16.201 Voting by the Commissioners 
without joint deliberation. 

(a) Whenever the Commission's 
Chairman so directs, any matter which 
(1) does not appear to require joint de- 
liberation among the members of the 
Commission, or (2) by reason of its ur- 
gency, cannot be scheduled for consid- 
eration at a Commission meeting, may 
be disposed of by presentation of the 
matter separately to each of the mem- 
bers of the Commission. After consider- 
ation of the matter each Commission 
member shall report his vote to the 
Chairman. 

(b) Whenever any member of the 
Commission so requests, any matter 
presented to the Commissioners for dis- 
position pursuant to paragraph (a) of 
this section shall be withdrawn and 
scheduled instead for consideration at 
a Commission meeting. 

(c) The provisions of § 16.206(a) of 
these rules shall apply in the case of 
any Commission determination made 
pursuant to this section. 
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§ 16.202 Open meetings. 

(a) Every portion of every meeting of 
the Commission shall be open to public 
observation unless closed to the public 
pursuant to the provisions of §16.203 
(Formal Procedure) or §16.205 (Informal 
Procedure). 

(b) The attendance of any member of 
the public is conditioned upon the or- 
derly demeanor of such person during 
the conduct of Commission business. 
The public shall be permitted to ob- 
serve and to take notes, but unless 
prior permission is granted by the 
Commission, shall not be permitted to 
record or photograph by means of any 
mechanical or electronic device any 
portion of meetings which are open to 
the public. 

(c) The Commission shall be respon- 
sible for arranging a suitable site for 
each open Commission meeting so that 
ample seating, visibility, and acoustics 
are provided to the public and ample 
security measures are employed for the 
protection of Commissioners and Staff. 
The Commission shall be responsible 
for recording or developing the minutes 
of Commission meetings. 

(d) Public notice of open meetings 
shall be given as prescribed in 
§ 16.204(a), and a record of votes kept 
pursuant to § 16.206(a). 

§ 16.203 Closed meetings — Formal pro- 
cedure. 

(a) The Commission, by majority 
vote, may close to public observation 
any meeting or portion thereof, and 
withhold from the public announce- 
ment concerning such meeting any in- 
formation, if public observation or the 
furnishing of such information is likely 
to: 

(1) Disclose matters: (i) Specifically 
authorized under criteria established 
by an executive order to be kept secret 
in the interests of national defense or 
foreign policy and (ii) in fact properly 
classified pursuant to such executive 
order; 

(2) Relate solely to the internal per- 
sonnel rules and practices of the Com- 
mission or any agency of the Govern- 
ment of the United States; 

(3) Disclose matters specifically ex- 
empted from disclosure by statute 
(other than 5 U.S.C. 552, or the Federal 
Rules of Criminal Procedure): Provided, 



That such statute or rule (i) require? 
that the matters be withheld in such & 
manner as to leave no discretion on the 
issue, or (ii) establishes particular cri- 
teria for withholding or refers to par- 
ticular types of matters to be withheld, 
including exempted material under the 
Privacy Act of 1974 or the Commis- 
sion's Alternate Means of Access under 
the Privacy Act of 1974, as set forth at 
28 CFR 16.85; 

(4) Disclose a trade secret or commer- 
cial or financial information obtained 
from any person, corporation, business, 
labor or pension organization, which is 
privileged or obtained upon a promise 
of confidentiality, including informa- 
tion concerning the financial condition 
or funding of labor or pension organiza- 
tions, or the financial condition of any 
individual, in conjunction with appli- 
cations for exemption under 29 U.S.C. 
504 and 1111, and information concern- 
ing income, assets and liabilities of in- 
mates, and persons on supervision; 

(5) Involve accusing any person of a 
crime or formally censuring any per- 
son; 

(6) Disclose information of a persor. 
nature, where disclosure would co». 
stitute a clearly unwarranted invasion 
of personal privacy; 

(7) Disclose an investigatory record 
compiled for law enforcement purposes, 
or information derived from such a. 
record, which describes the criminal 
history or associations of any person 
under the Commission's jurisdiction or 
which describes the involvement of any 
person in the commission of a crime, 
but only to the extent that the produc- 
tion of such records or information 
would: 

(i) Interfere with enforcement pro- 
ceedings; 

(ii) Deprive a person of a right to a 
fair trail or an impartial adjudication; 

(iii) Constitute an unwarranted inva- 
sion of personal privacy; 

(iv) Disclose the identity of a con- 
fidential source and. in the case of a 
record compiled by a criminal law en- 
forcement authority in the course of a 
criminal investigation, or an agency 
conducting a lawful national securitv 
intelligence investigation, confiden' 
information furnished only by the c. 
fidential source; 
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(v) Disclose investigative techniques 
and procedures, or 

(vi) Endanger the life or physical 
safety of law enforcement personnel: 

(8) Disclose information, the pre- 
mature disclosure of which would be 
likely to significantly frustrate imple- 
mentation of proposed Commission ac- 
tion except where 

(i) The Commission has already pub- 
licly disclosed the content or nature of 
its proposed action or 

(ii) The Commission is required by 
law to make such disclosure on its own 
initiative prior to taking final Com- 
mission action on such proposal; 

(9) Specifically concern the Commis- 
sion's issuance of subpoena or partici- 
pation in a civil action or proceeding; 
or 

(10) Specifically concern the initi- 
ation, conduct, or disposition of a par- 
ticular case of formal adjudication pur- 
suant to the procedures in 5 U.S.C. 554, 
or of any case involving a determina- 
tion on the record after opportunity for 
a hearing. Included under the above 
terms are: 

(i) Record review hearings following 
opportunity for an in-person hearing 
pursuant to the procedures of 28 CPR 
4.1 through 4.17 and 28 CFR 4a.l 
through 4a.1T 1 (governing applications 
for certificates of exemption under the 
Labor-Management Reporting and Dis- 
closure Act of 1959 and the Employee 
Retirement Income Security Act of 
1974, and 

(ii) The initiation, conduct, or dis- 
position by the Commission of any 
matter pursuant to the procedures of 28 
CFR 2.1 through 2.58 (parole, release, 
supervision, and recommitment of pris- 
oners, youth offenders, and juvenile 
delinquents). 

(b) Public Interest Provision. Notwith- 
standing the exemptions at paragraphs 
(a)(1) through (a)(10) of this section, 
the Commission may conduct a meet- 
ing or portion of a meeting in public 
when the Commission determines, in 
its discretion, that the public interest 
in an open meeting clearly outweighs 
the need for confidentiality. 

(c) Nonpublic matter in announcements. 
The Commission may delete from any 
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announcement or notice required in 
these regulations information the dis- 
closure of which would be likely to 
have any of the. consequences described 
in paragraphs (a)(1) through (a)(10) of 
this section, including the name of any 
individual considered by the Commis- 
sion in any case of formal or informp.l 
adjudication. 

(d) Voting and certification. (1) A sepa- 
rate recorded vote of the Commission 
shall be taken with respect to each 
meeting or portion thereof which is 
proposed to be closed, and with respect 
to any information which is proposed 
to be withheld pursuant to this section. 
Voting by proxy shall not be per- 
mitted. In the alternative, the Com- 
mission may, by a single majority 
vote, close to public observation a se- 
ries of meetings, or portion(s) thereof 
or withhold information concerning 
such series of meetings, provided that: 

(i) Each meeting in such series in- 
volves the same particular matters, 
and 

(ii) Each meeting is scheduled to be 
held no more than thirty days after the 
initial meeting in the series. 

(2) Upon the request of any Commis- 
sioner, the Commission shall make a 
determination as to closure pursuant 
to this subsection if any person whose 
interests may be directly affected by a 
portion of a meeting requests the Com- 
mission to close such portion or por- 
tions to the public observation for any 
of the grounds specified in paragraph 
(a) (5), (6) or (7) of this section. 

(3) The determination to close any 
meeting to public observation pursuant 
to this section shall be made at least 
one week prior to the meeting or the 
first of a series of meetings as the case 
may be. If a majority of the Commis- 
sioners determines by recorded vote 
that agency business requires the 
meeting to take place at any earlier 
date, the closure determination and an- 
nouncement thereof shall be made at 
the earliest practicable time. Within 
one day of any vote taken on whether 
to close a meeting under this section, 
the Commission shall make available 
to the public a written record reflect- 
ing the vote of each Commissioner on 
the question, including a full written 
explanation of its action in closing the 
meeting, portion(s) thereof, or series of 
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meetings, together with a list of all 
persons expected to attend the 
meetings) or portion(s) thereof and 
their affiliation, subject to the provi- 
sions of paragraph (c) of this section. 

(4) For every meeting or series of 
meetings closed pursuant to this sec- 
tion, the General Counsel of the Parole 
Commission shall publicly certify that, 
in Counsel's opinion, the meeting may 
he closed to the public and shall state 
each relevant exemptive provision. 

§ 16.204 Public notice. 

(a) Requirements. Every open meeting 
and meeting closed pursuant to §16.203 
shall be preceded by a public announce- 
ment posted before the main entrance 
to the Chairman's Office at the Com- 
mission's headquarters, 5550 Friendship 
Boulevard, Chevy Chase, Maryland 
20815-7286, and, in the case of a meeting 
held elsewhere, in a prominent place at 
the location in which the meeting will 
be held. Such announcement shall be 
transmitted to the Federal Register 
for publication and, in addition, may 
be issued through the Department of 
Justice, Office of Public Affairs, as a 
press release, or by such other means 
as the Commission shall deem reason- 
able and appropriate. The announce- 
ment shall furnish: 

(1) A brief description of the subject 
matter to be discussed; 

(2) The date, place, and approximate 
time of the meeting; 

(3) Whether the meeting will be open 
or closed to public observation; and 

(4) The name and telephone number 
of the official designated to respond to 
requests for information concerning 
the meeting. See 516.205(d) for the no- 
tice requirement applicable to meet- 
ings closed pursuant to that section. 

(b) Time of notice. The announcement 
required by this section shall be re- 
leased to the public at least one week 
prior to the meeting announced therein 
except where a majority of the mem- 
bers of the Commission determines by 
a recorded vote that Commission busi- 
ness requires earlier consideration. In 
the event of such a determination, the 
announcement shall be made at the 
earliest practicable time. 

(c) Amendments to notice. The time or 
place of a meeting may be changed fol- 
lowing the announcement only if the 



Commission publicly announces such 
change at the earliest practicable time. 
The subject matter of a meeting, or de- 
termination of the Commission to open 
or close a meeting, or portion of a 
meeting, to the public may be changed 
following" the announcement only if: 

(1) A majority of the entire member- 
ship of the Commission determines by 
a recorded vote that Commission busi- 
ness so requires and that no earlier an- 
nouncement of the change was pos- 
sible, and 

(2) The Commission publicly an- 
nounces such change and the vote of 
each member upon such change at the 
earliest practicable time: Provided, 
That individual items which have been 
announced for Commission consider- 
ation at a closed meeting may be de- 
leted without notice. 

[42 FR 14713. Mar. 16, 1977 as amended by 
Order No. 960-81, 46 FR 52357, Oct. 27, 1981] 

$ 16.205 Closed meetings — Informal 
procedures. 

(a) Finding. Based upon a review of 
the meetings of the U.S. Parole Com- 
mission since the effective date of t 1 
Parole Commission and Reorganizativ 
Act (May 14, 1976), the regulations is- 
sued pursuant thereto (28 CFR part 2) 
the experience of the U.S. Board of Pa- 
role, and the regulations pertaining to 
the Commission's authority under 29 
U.S.C. 504 and 29 U.S.C. 1111 (28 CFR 
parts 4 and 4a), the Commission finds 
that the majority of its meetings may 
properly be closed to the public pursu- 
ant to 5 U.S.C. 552 (d)(4) and (c)(10). The 
major part of normal Commission busi- 
ness lies in the adjudication of individ- 
ual parole cases, all of which proceed- 
ings commence with an initial parole 
or revocation hearing and are deter- 
mined on the record thereof. 

Original jurisdiction cases are decided 
at bi-monthly meetings of the National 
Commissioners (28 CFR 2.17) and by the 
entire Commission in conjunction with 
each business meeting of the Commis- 
sion (held at least quarterly) (28 CFR 
2.27). 

The National Appeals Board normally 
decides cases by sequential vote on a 
daily basis, but may meet from tinv 
time for joint deliberations. In the 
riod from October, 1975 through Sep- 
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tember. 1976, Lhe National Appeals 
Board made 2,072 Appellate decisions. 
Finally, over the last two years the 
Commission determined eleven cases 
under the Labor and Pension Acts, 
which are proceedings pursuant to 5 
U.S.C. 554. The only meeting's of the 
Commission not of an adjudicative na- 
ture involving- the most sensitive in- 
quiry into the personal background and 
behavior of the individual concerned, 
or involving sensitive financial infor- 
mation concerning the parties before 
the Commission, are the normal busi- 
ness meetings of the Commission, 
which are held at least quarterly. 

(b) Meetings to which applicable. The 
following types of meetings may be 
closed in the event that a majority of 
the Commissioners present at the 
meeting, and authorized to act on be- 
half of the Commission, votes by re- 
corded vote at the beginning of each 
meeting or portion thereof, to close the 
meeting or portions thereof: 

(1) Original jurisdiction initial and 
appellate case deliberations conducted 
pursuant to 28 CFR 2.17 and 2.27; 

(2) National Appeals Board delibera- 
tions pursuant to 28 CFR 2.26; 

(3) Meetings of the Commission to 
conduct a hearing on the record regard- 
ing applications for certificates of ex- 
emption pursuant to the Labor-Man- 
agement Reporting and Disclosure Act 
of 1959, 29 U.S.C. 504, and the Employee 
Retirement Income Security Act of 
1974, 29 U.S.C. 1111 (28 CFR 4.1-17 and 29 
CFR4a.l-l7). 1 

(c) Written record of action to close 
meeting. In the case of a meeting or 
portion of a meeting closed pursuant to 
this section, the Commission shall 
make available to the public as soon as 

practicable: 

(1) A written record reflecting the 
vote of each member of the Commis- 
sion to close the meeting; and 

(2) A certification by the Commis- 
sion's General Counsel to the effect 
that in Counsel's opinion, the meeting 
may be closed to the public, which cer- 
tification shall state each relevant ex- 
emptive provision. 

(d) Public notice. In the case of meet- 
ings closed pursuant to this section the 
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Commission shall make a public an- 
nouncement of the subject matter to be 
considered, and the date, place, and 
time of the meeting. The announce- 
ment described "herein shall be released 
to the public at the earliest practicable 
time. 

§16.206 Transcripts, minutes, and mis- 
cellaneous documents concerning 
Commission meetings, 

(a) In the case of any Commission 
meeting, whether open or closed, the 
Commission shall maintain and make 
available for public inspection a record 
of the final vote of each member on 
rules, statements of policy, and inter- 
pretations adopted by it: 18 U.S.C. 
4203(d). 

(b) The Commission shall maintain a 
complete transcript or electronic re- 
cording adequate to record fully the 
proceedings of each meeting, or portion 
of a meeting, closed to the public pur- 
suant to §16.203. In the case of a meet- 
ing, or portion of a meeting, closed to 
the public pursuant to §16.205 of these 
regulations, the Commission may 
maintain either the transcript or re- 
cording described above, or a set of 
minutes unless a recording is required 
by title 18 U.S.C. 4208(f). The minutes 
required by this section shall fully and 
clearly describe all matters discussed 
and shall provide a full and accurate 
summary of any actions taken, and the 
reasons therefor, including a descrip- 
tion of each of the views expressed on 
any item and the record of any rollcall 
vote (reflecting the vote of each Com- 
missioner on the question). All docu- 
ments considered in connection with 
any action shall be identified in such 
minutes. 

(c) The Commission shall retain a 
copy of every certification executed by 
the General Counsel's Office pursuant 
to these regulations, together with a 
statement from the presiding officer of 
the meeting, or portion of a meeting to 
which the certification applies, setting 
forth the time and place of the meet- 
ing, and the persons present. 

(d) Nothing herein shall affect any 
other provision in Commission proce- 
dures or regulations requiring the prep- 
aration and maintenance of a record of 
all official actions of the Commission. 
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§ 16.207 Public access to nonexempt 
transcripts and minutes of closed 
Commission meetings — Documents 
used at meetings — Record reten- 
tion. 

(a) Public access to records. Within a 
reasonable time after any closed meet- 
ing, the Commission shall make avail- 
able to the public, in the Commission's 
Public Reading Room located at 5550 
Friendship Boulevard, Chevy Chase, 
Maryland 20815-7286, the transcript, 
electronic recording,- or minutes of the 
discussion of any item on the agenda, 
or of any item of the testimony of any 
witness received at such meeting, 
maintained hereunder, except for such 
item or items of such discussion or tes- 
timony which contain information ex- 
empt under any provision of the Gov- 
ernment in the Sunshine Act (Pub. L. 
94-409), or of any amendment thereto. 
Copies of nonexempt transcripts, or 
minutes, or a transcription of such re- 
cording disclosing the identity of each 
speaker, shall be furnished to any per- 
son at the actual cost of duplication or 
transcription. 

(b) Access to documents identified or 
discussed in any Commission meeting, 
open or closed, shall be governed by 
Department of Justice regulations at 
this part 16, subparts C and D. The 
Commission reserves the right to in- 
voke statutory exemptions to disclo- 
sure of such documents under 5 U.S.C. 
552 and 552a, and applicable regula- 
tions. The exemptions provided in 5 
U.S.C. 552b(c) shall apply to any re- 
quest made pursuant to 5 U.S.C. 552 or 
552a to copy and inspect any tran- 
scripts, recordings or minutes prepared 
or maintained pursuant hereto. 

(c) Retention of records. The Commis- 
sion shall maintain a complete ver- 
batim copy of the transcript, or a com- 
plete copy of the minutes, or a com- 
plete electronic recording of each 
meeting, or portion of a meeting, 
closed to the public, for a period of at 
least two years after such meeting, or 
until one year after the conclusion of 
any Commission proceeding with re- 
spect to which the meeting or portion 
thereof was held, whichever occurs 
later. 

(42 PR 14713, Mar. 36. 1977, as amended by 
Order No. 960-81, 46 FR 52357. Oct. 27. 1981] 



§ 16.208 Annual report. 

The Commission shall report annu 
ally to Congress regarding its compli- 
ance with Sunshine Act requirements, 
including a tabulation of the total 
number of meetings open to the public, 
the total number of meetings closed to 
the public, the reasons for closing such 
meetings, and a description of any liti- 
gation brought against the Commission 
under this section, including any costs 
assessed against the Commission in 
such litigation and whether or not 
paid. 

Appendix I to Part 16— Components of 
the Department of Justice 

Unless otherwise noted, the address for 

each component is: United States Depart- 
ment of Justice, 10th Street & Constitution 

Avenue, NW., Washing-ton, DC 20530. 

Office of the Attorney General 

Office of the Deputy Attorney General 

Office of the Associate Attorney General 

Office of the Solicitor General 

Office of Legal Counsel 

Office of Legal Policy 

Office of Legislative and Intergovernmental 
Affairs 

Civil Division 

Civil Rights Division 

Criminal Division 

Land and Natural Resources Division 

Tax Division 

Office of Justice Assistance, Research, and 
Statistics, United States Department of 
Justice, 633 Indiana Avenue, NW.. Washing- 
ton. DC 20531 

Justice Management Division 

Bureau of Prisons, United States Depart- 
ment of Justice, HOLC Building, 320 First 
Street.. NW.. Washington, DC 20534 

Community Relations Service. United States 
Department of Justice, 5550 Friendship 
Boulevard, Chevy Chase, MD 20815 

Drug Enforcement Administration. Eye 
Street Building. 1405 Eye Street, NW.. 
Washington, DC 20O05 

Executive Office for Immigration Review, 
United States Department of Justice, 5203 
Leesburg Pike. Falls Church, VA 22041 
Executive Office for United States Attorneys 

Executive Office for United States Trustees, 
United States Department of Justice. 
HOLC Building, 320 First Street, NW., 
Washington. DC 20534 
Federal Bureau of Investigation, 9th St. & 
Pennsylvania Ave,. NW., Washington, DC 
20535 [for field offices, consult the list of 
FBI field offices in the United States Gov- 
ernment Manual] 
Federal Prison Industries, Inc., HOLC B 
ing, 320 First Street, NW., Washington 
20534 
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Foreign Claims Settlement Commission, 
Vanguard Building:, 1111 20th Street. NW., 
Washington, DC 20579 

Immigration and Naturalization Service, 425 
Eye Street, NW., Washington. DC 20536 {for 
district offices consult the list of INS dis- 
trict offices in the United States Govern- 
ment Manual] 

Office of Intelligence Policy and Review 

Office of the Pardon Attorney, United States 
Department of Justice. Park Place Build- 
ing:, 5550 Friendship Blvd., Chevy Chase, 
MD 20815 

Office of Professional Responsibility 

Office of Public Affairs 

United States Marshals Service, One Tysons 
Corner Center, McLean, VA 22102 

United States National Central Bureau- 
Interpol 

United States Parole Commission, Park 
Place Building, 5550 Friendship Blvd., 
Chevy Chase, MD 20815 

Field Offices 

Antitrust Division: 

Richard B. Russell Building, 75 Spring 
Street, SW., Suite 1394. Atlanta, Georgia 
30303, (404) 331-7100 

John C. Kluczynski Building, 230 South 
Dearborn Street, Room 3820, Chicago, Illi- 
nois 60604, (312) 353-7530 

995 Celebrezze Federal Building, 1240 East 9th 
Street, Cleveland, Ohio 44199-2089, (216) 522- 
4070 

Earle Cabell Federal Building, 1100 Com- 
merce Street, Room 8C6, Dallas, Texas 
75242, (214) 767-8051 

26 Federal Plaza. Room 3630, New York, New 
York 10278-0096, (212) 264-4390 

11400 U.S. Courthouse, 601 Market Street, 
Philadelphia, Pennsylvania 19106, (215) 597- 
7405 

450 Golden Gate Avenue, Box 36046, San 
Francisco, California 94102, (415) 556-6300 

[Order No. 1055-84, 49 FR 12263. Mar. 29. 1984; 
Order 1215-87, 52 FR 34214, Sept. 10, 1987} 



289 



U.S. GOVERNMENT PRINTING OFFICE 
WASHINGTON : 1994 



For sale by U.S. Government Printing Office 
Superintendent of Documents. Mail Stop: SSOP. Washington. DC 20403-9328 



